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Insurance Agent & Broker E&O in 2016 – The Year in Review
by Peter J. Biging, Esq.1

Peter Biging is a
partner with the law
firm Goldberg Segalla,
LLP. Peter heads up
Goldberg Segalla’s New
York metropolitan area
professional liability
defense practice. He
was assisted in the
preparation of this
article by Todd Kremin,
a partner in the firm’s
Garden City, New York
office. Peter can be
reached at pbiging@
goldbergsegalla.com.

As has become fairly common in the
realm of insurance agents and brokers
E&O claims, a significant number of
the past year’s most relevant decisions
involve interpretation of when a “special
relationship” has been sufficiently pled
or evidenced to survive a dispositive
motion, and when a heightened or
“elevated” duty of care can be said to
have arisen on the part of the agent or
broker. However, some significant
decisions were also rendered with
respect to: the “duty to read” as a
defense to a negligent procurement
claim; the accrual of a negligent
procurement claim for statute of
limitations purposes; the economic loss
rule as a defense to agent and broker
E&O claims; ripeness; proving
recoverable damages; and the instances
in which an owner of a corporate
brokerage entity can be held liable
personally for alleged negligence in the
course of his work for the brokerage, as
an employee of same. The following
article will provide a summary of some
of the more interesting and significant
developments in insurance agent and
broker E&O in 2016.

Special Relationship/Heightened
Duty of Care
In a decision that just came down in
early November, an Arkansas federal
district court found that a “special
relationship” giving rise to a duty to
advise could be found where the
insured had alleged knowledge or
awareness of circumstances making the
homeowner’s insurance purchased on
his behalf inappropriate, and likely to
lead to potential lack of coverage. In
Warren v. Holland, 2016 U.S. Dist.
LEXIS 154688 (W.D. Arkansas, Nov.
8, 2016), four years after Plaintiff
purchased a Travelers High Value
Insurance Policy for his vacation home
in Arkansas, he learned that his vacation
home had suffered water and mold
damage due to a ruptured steam line
fitting. The policy contained an
exclusion for loss caused by water
leakage that was not reported within
fourteen days of the commencement of
the leakage. Because Plaintiff did not
discover the damage until more than
fourteen days after the leakage began,
coverage for the loss was excluded, and
Travelers denied Plaintiff ’s claim.

Claiming that he had an approximately
40 year relationship with his insurance
broker, Willis (and its predecessor
companies), and a six year relationship
with the individual at Willis charged
with handling his account (Holland),
Plaintiff alleged that Willis and Holland
were so familiar with his personal
insurance needs that they either knew
or should have known that he traveled
extensively and was away from his
Arkansas residence for extended periods
of time. As a result, he contended he
had a special relationship with them
that created a duty to advise on their
part. He alleged that Holland breached
this duty by recommending the new
policy as a replacement for his prior
policy with the Hartford, which policy
did not contain the fourteen day
reporting exclusion.
While taking care to point out that
there were issues of fact regarding
whether there was a special relationship,
the court denied Defendants’ motion
for summary judgment. In doing so,
the court referenced the fact that
Plaintiff had offered evidence of emails
wherein it was allegedly made clear that
the Arkansas home was a secondary
continued on page 8
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Building Momentum
with Robbie Thompson

PLUS Publications Evolve
Robbie Thompson
PLUS executive director

B

enjamin Franklin once said
“when you’re finished changing,
you’re finished”. Jack Welch said
“change before you have to”. And,
Winston Churchill eloquently stated
“to improve is to change; to be perfect
is to change often.”
Despite the clear need and benefit
of change and evolution, it is still
the one of the hardest things for
any organization or person to do;
and I think it is especially hard for
membership organizations. But,
PLUS recognizes the need, and
accepts the challenge, of evolving to
find ways to better meet the needs of
its members.
In 2017, the PLUS Journal will change
and begin an evolutionary journey
that likely will span two years. In
addition to making improvements to
layout, content, and functionality,
the Journal will change in 2017 to
a quarterly publication, starting
with this issue. Also, beginning in
the third quarter of 2017 the Journal
will be distributed exclusively via
digital means.
We’ve all seen the facts and figures
and are aware of the trends... People
spend more time with digital media
than ever before. Its seems like forever
ago now, but it was way back in 2011
that Pew Research found that people
got more of their news from the web
than from newspapers. According
to a recent eMarketer report, people
spend almost six hours per day with
digital media, and fewer than 30
minutes reading print media. In fact,
the amount of time accessing media
through mobile devices has increased
almost 500% since 2011!
While PLUS is aware of and recognizes
these trends, it was not these trends
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alone that precipitated these changes.
And, although it certainly is a
cost savings, that also was not the
driving force behind the change.
Instead, the PLUS Publications task
force, made up of PLUS members
and charged with reviewing all of
PLUS’ publications, found that
moving to quarterly publication and
digital distribution will enhance the
member experience and make the
Journal a more valuable resource
for members. The move to digital
may ultimately allow for remote
access of content on any device, and
encourage members to share content
with their peers. It will enable PLUS
to incorporate video content for a
more robust experience, and allow
for more in-depth content, as well
as promote greater connectivity and
allow for two-way communication
around articles. It simply provides
greater flexibility and functionality
to make the Journal a better, more
useful resource for members.
Other recommendations of the
Publications task force were to build
on the success of the PLUS Blog and
to continue to use the PLUS Daily
News e-mail to provide quick-hitting

access to relevant, current events and
trends that impact PLUS members.
So if you want to find out about
what PLUS members are up to; find
out what’s going on at PLUS events;
and see commentary on industry
happenings, the PLUS Blog (www.
plusblog.org) is where you can get
that. If you want relevant, daily
industry news and stories, the PLUS
Daily News feed is your source
for that (You can subscribe to the
Daily News Feed by checking the
DNF box in your member profile
online or by calling us). And, for
more in-depth, scholarly, and in the
future interactive, industry news
and articles, the PLUS Journal will
continue to be your go-to source.
It’s change. It’s evolution. It’s
necessary. But most importantly
it’s being done to ensure PLUS
is providing the most useful and
relevant news and information in the
ways members most demand… today
and into the future.
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Greater D&O Insurer Control Would Improve the Quality of
Securities Litigation Defense
by Douglas W. Greene

Douglas W. Greene is
a Shareholder at Lane
Powell in Seattle, WA.
Douglas has focused
his practice exclusively
on securities and
corporate governance
litigation for the past
18 years. He can be
reached at greened@
lanepowell.com.

I am committed to helping create a
system for securities litigation defense
that helps directors and officers get
through cases safely and efficiently,
without losing their serenity or
dignity, and without facing any real
risk of paying any personal funds to
defend or resolve the litigation.
But we are actually moving in the
opposite direction of this goal, and
unless some changes are made,
securities litigation will pose greater
and greater risk to individual directors
and officers. It is time for the “repeat
players” in securities litigation defense,
including D&O insurers and brokers,
to make some fundamental changes to
how we do things.
Although most cases still seem to turn
out fine for the individual defendants,
resolved by a dismissal or a settlement
that is fully funded by D&O insurance,
the bigger picture is not pretty. The
law firms that have defended the lion’s
share of cases since securities class
actions gained footing through Basic v.
Levinson—primarily “biglaw” firms
based in several of the country’s largest
cities—are no longer suitable for
many, or even most, securities class
actions. Fueled by high billing rates
and profit-focused staffing, those
firms’ skyrocketing defense costs
threaten to exhaust most or all of the
D&O insurance towers in cases that
are not dismissed on a motion to
dismiss. Rarely can such firms defend
cases vigorously through summary
judgment and toward trial anymore.
Worse, these high prices too often do
not yield strategic benefits. A strong
motion to dismiss focuses on the truth
of what the defendants said, with
support from the context of the
statements, as directed by the U.S.
Supreme Court in Tellabs, Inc. v.
Makor Issues & Rights, Ltd.1 and
Omnicare, Inc. v. Laborers District

Council Construction Industry Pension
Fund.2 Yet far too often, the motionto-dismiss briefs that come out of
biglaw firms are little more than
cookie-cutter arguments based on the
structure of the Private Securities
Litigation Reform Act. And if a
motion is lost, settlements are higher
than necessary because the defendants
often have no option but to settle in
order to avoid an avalanche of defense
costs that would exhaust their D&O
insurance limits. On the other hand,
if settlement occurs later, it can be
difficult to keep settlement within
D&O insurance limits—and defense
counsel’s analysis of a “reasonable”
settlement can be influenced by a
desire to justify the amount they have
billed by keeping it in proportion to
the settlement amount.
At the same time that defense costs are
continuing to rise exponentially,
securities class actions are becoming
smaller and smaller, with two-thirds of
cases brought against companies with
market caps less than $2 billion, and
about half under $750 million.
Although catawampus securities
litigation economics is a systemic
problem that impacts cases of all sizes,
the problem is especially acute in the
smallest half of cases. Some of those
cases simply cannot be defended both
well and economically by typical
defense firms. Either defense costs
become ridiculously large for the size
of the case and the amount of the
D&O insurance limits, or firms try to
reduce costs by cutting corners on
staffing and projects—or both. I see
large law firms routinely chase smaller
and smaller cases. From a market
perspective, it makes no sense at all.
D&O insurers can fix this problem by
exerting greater control of defense
counsel selection and strategy. This
simple step would have extensive
benefits for public companies and

their directors and officers. D&O
insurers are repeat players in securities
litigation, and they have the greatest
economic interest in the outcome—
both in particular cases, and overall.
They want the defendants—their
insureds—to win.
They employ
highly
experienced
claims
professionals, many of whom have
been involved in exponentially more
securities class actions than even the
most experienced defense lawyers.
Given insurers’ stake and expertise,
defendants should involve them in
key strategic decisions—working
with them to help find the right
defense counsel for the particular
case, to help shape the overall defense
strategy at the inception of the case,
and to help make good decisions
about the use of policy proceeds.
With such an approach, I have no
doubt that directors and officers
would make it through securities
cases more successfully, efficiently,
and comfortably.
Yet in most cases, insurers are shut out
of meaningful involvement in the
defense, with many defense lawyers
treating them almost like adverse
parties and other defense lawyers
merely humoring them as they would
a rich relative.
Although this
dysfunction is rooted in a complex set
of factors, it could easily be fixed.

Why Are D&O Insurers Alienated?
When the general public thinks about
insurance, they usually think of auto
insurance or other duty-to-defend
insurance, under which the insurer
assumes the defense of the claim for
the insureds. In contrast to duty-todefend insurance, public company
D&O insurance is indemnity
insurance, under which the insurer is
obligated to reimburse the company
and its directors and officers for
continued on page 12
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Post-Spokeo, Data Breach Defendants Can’t Get Spooked:
They Should Stand Up To the Class Action Plaintiff Boogeyman
by Marcello Antonucci, Kimberly Horn, Michael Phillips, and Bonnie Wise
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The Supreme Court could have
completely altered the landscape of
consumer privacy and data breach
class action lawsuits in Spokeo, Inc. v.
Robins, a closely watched case before
the Court last term. Although the
underlying dispute in Spokeo involved
an alleged violation of the Fair Credit
Reporting Act and not a data breach,
the case presented a nagging question
in privacy law: What kind of injury is
sufficient for Article III standing?
While the law in data breach
litigation in our electronic age
continues to develop, plaintiffs
increasingly can expect their claims
to be dismissed for lack of standing if
they are unable to credibly allege
some sort of actual injury, as opposed
to a mere increased risk of some
hypothetical future harm, and that
the injury is traceable to the theft of
their data from the defendant.
When the Court finally ruled in May,
it did not decisively answer the
question.
Instead, the Court
remanded the case to the Ninth
Circuit, holding that the appellate
court had failed to consider whether
the alleged injury in fact was concrete,
and instead considered only whether
it was particularized. While the
Supreme Court reiterated the
threshold test for analyzing standing,
it failed to signal whether the alleged
injury actually met the applicable
standard or offer any definitive
statement that could tilt the playing
field toward plaintiffs or defendants.
In its opinion, the Spokeo Court
defined a concrete injury as “de facto;
that is, it must actually exist,” but it
also said that this does not mean the
injury must be “tangible.” These soft
guideposts on standing have created a
sort of Rorschach test, with both
plaintiffs and defendants contending
that Spokeo compels a decision in
their favor.1 This is especially so in the
context of data breach class actions.

Since the Supreme Court issued what
many view as an incomplete opinion
in Spokeo, lower courts will continue
to reach diverging conclusions as to
whether data breach plaintiffs have
alleged sufficient injury to proceed to
the merits. This presents a difficult
choice for data breach defendants
who lose motions to dismiss on
standing: Should they proceed to
litigate the merits of such an action,
which, with the exception of
challenging the merits of the pleadings
by way of a 12(b)(6) motion (or its
state court equivalent) is uncharted
territory, or should they relent, and
settle? The latter can be hard to
stomach, especially where the
plaintiffs do not seem to have suffered
any real harm.
Data breach defendants don’t need to
give in. Instead, they should force
plaintiffs to establish their damages,
and then use creative ways to approach
settling these cases that simultaneously
offer plaintiffs tangible benefits and
reassure defendants that they are not
surrendering to plaintiffs who were
not, in fact, injured.
Data breach settlements differ starkly
from the classic class action settlement
model, in which a large fund is
divided evenly among class members
who opt in (or who do not opt out).
Many of these settlements involve
tiered settlement funds, credit and
identity monitoring product offerings,
data security enhancements, detailed
claims processes and other settlement
features that provide the parties an
opportunity to avoid further litigation
while also addressing many of the
concerns of both plaintiffs and
defendants. Here we examine the
publicized details of 19 consumer
data breach class action settlements to
determine how litigants are resolving
these disputes and what tools parties
can use reach a creative compromise.2

The Bottom Line
When details of a privacy class action
settlement are publicized, the
headline tends to be the dollar
amount the defendant is going to pay
into a settlement fund for the class.
We looked at those numbers when
averaged based on the number of
class members. Of the settlements we
analyzed, the average amount paid
per-class member ranged from $0, in
In re Adobe Systems Inc. Privacy
Litigation, to $13.63 per person, in
Rowe v. Unicare Life & Health
Insurance Co. et al. In most cases,
these averaged numbers do not match
the amounts actually paid to class
members, because the amounts paid
differ based on variables in the
settlement structure, as discussed
further below. Still, analysis of the
fund amount per-person is useful to
gauge generally how much defendants
are paying in relation to the size of
the class.
The data suggests that a number of
variables can drive the per-person
dollar amount of the settlement fund
– the type of data potentially exposed,
the manner in which it was exposed,
the jurisdiction in which suit was
brought, and the other relief provided
in the settlement. For example, the
per-person amounts paid in settling
claims for exposing personal health
information (“PHI”) tend to be
higher than the amounts paid to settle
claims for exposing personally
identifiable information (“PII”),
financial information, or payment
card information. The amounts paid
per-class member for PHI suits that
we analyzed ranged from $2.50 to
$13.63, while the amounts for PII,
financial information or payment
card information were $0.73 to $5.23
and $0.00 to $6.32, respectively.
The size of the class may also drive the
per-class member settlement amount.
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For example, plaintiffs may be unlikely to accept
less than $1 per class member for a class of a few
thousand people. In In re Michaels Stores Pin
Pad Litigation, the company established a
$600,000 fund for a 95,000-person class – an
average of $6.32 per person – and also offered
one year of credit monitoring, with an additional
year for anyone with unauthorized charges on
their accounts. On the other hand, defendants
are unlikely to pay anywhere close to $1 per class
member to settle an action brought by a class on
behalf of 100 million potentially affected
individuals. The parties have to find a sweet
spot, balancing the size of the class with the
realities of what a defendant should actually pay.
Plaintiffs may contend that another driver of
settlement amounts is the manner in which the
data was exposed. Plaintiffs believe they
have more leverage to demand higher settlement
amounts where the circumstances of the
underlying breach allow plaintiffs to argue that
the defendant was lax in its security
measures. Perhaps based on this dynamic,
settlement amounts based on breaches involving
unauthorized physical access or the theft of
unencrypted devices tend to be more costly than
those based on unauthorized electronic access or
hacking. For example, in Johansson-Dohrmann v.
CBR Systems, Inc., the defendant established a
fund of $8.56 per person (a $500,000 fund for
out-of-pocket losses and $2 million for identity
theft, or $2.5 million, for a class of 292,000)
where unencrypted backup tapes containing PII
and financial data were stolen from an employee’s
car. The average settlement fund for the hacking
incidents analyzed, on the other hand, was
about $0.50 per class member.

Evidence that class members were victims of
actual identity theft can also influence the
settlement range – though such evidence should
not automatically prompt a panicked rush to
settle by the defendant. Where some plaintiffs
can show actual identity theft damages, those
damages may undermine the plaintiffs’ ability
to satisfy the commonality and predominance
requirements for class certification. Moreover,
as discussed further below, the settlement can
be structured to compensate plaintiffs with
actual identity theft damages and separately
address those plaintiffs who cannot show
damages. There is no magic in determining a
reasonable settlement range, but as expected,
the manner in which the data was exposed, the
volume and type of data exposed, and evidence
of actual damages are all factors relied upon by
plaintiffs to assert that higher settlement
amounts are warranted.

responding to the breach, and plaintiffs, their
counsel, or the court in considering the
settlement may be unwilling to consider that
prior expense as part of the settlement. Some
companies have tacked on additional years of
credit monitoring as part of the settlement or
re-opened the offer of monitoring to class
members who did not opt in the first time
around. While credit monitoring can be useful
depending on what type of data has been
exposed, plaintiffs and their counsel may not
place a high value on offering it as part of a
settlement package because those class members
who were interested in such an offering have
typically already enrolled following public
notification of the breach. Still, it is one clear
way to provide a non-cash benefit to compensate
all those potentially affected by the breach.

The settlements with the lowest per-class
member dollar amounts tend to also involve
relief apart from the settlement fund – non-cash
benefits such as vouchers for customers, credit
monitoring or identity monitoring services, or
clearly delineated security enhancements that
the defendant must undertake.

Network security enhancements may present
the most clear-cut way to benefit all parties to
data privacy class actions.
Defendants
strengthen their systems in an effort to avoid
future similar incidents (and the risk of liability
that flows from them), and plaintiffs gain
further protection for data that the company
may still possess or may obtain in the future.
This is particularly useful where a number of
class members are likely to do business with the
defendant company in the future.

The data shows that the most common of the
non-cash settlement elements is credit or identity
monitoring. Incorporating those costs into a
proposed settlement presents some challenges,
however. Many defendants will already have
offered and paid for credit or identity monitoring
to a large number of class members in initially

The Target Corp. settlement, for example,
incorporated security measures that Target
agreed to adopt, including designating a highlevel chief information security officer to
oversee information security programs,
maintaining written information security
programs, maintaining a process to monitor

Non-Cash Benefits

continued on page 15
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DAY TWO KEYNOTE

DAY ONE KEYNOTE

Andrew Fastow

John Lupica

Former CFO at Enron

Vice Chairman, Chubb Ltd.

Andrew Fastow, former CFO of Enron, lived through
and participated in one of the most intriguing
meltdowns in American corporate history. While
taking full responsibility for his actions, he will discuss
the tug of war that goes on every day in corporate
offices all over the U.S.



Session Topics Scheduled to be Presented:

•

The Office of the Whistleblower: Paying to Make the Wrongdoers Pay
•

•
•

Delaware Decisions Shaping Corporate Governance & Litigation

Financial Institutions/Private Equity: Here We Go On the Merry-Go-Round
Cyber and D&O: What Could A Hacking Event Mean to Directors & Officers?
•

•

John Lupica, vice chairman of Chubb Limited, will
discuss his views on the current state of the P&C
market. Through the lens of his 30 years in the
industry he will highlight what he sees as the key
market drivers at present, and which trends will
shape it moving forward.

Private Non-Profit: Where’s the Risk? From Where Does it Come?

The Yates Memo & Corporate Investigations: Critical Issues for Corporate Executives & Their Insurers
•

Behaving Badly: The Non-U.S. Corporate Scandal Wave
•

Securities Litigation in the U.S.

 Don't Miss This Event... Register Today at www.plusweb.org
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My Computer Won’t Work: First Party Insurance Coverage
for Cyber Losses
by Jonathan Gross & Victor Jacobellis

Jonathan Gross is
the managing partner
of Mound Cotton
Wollan & Greengrass,
LLP’s San Francisco
Bay Area offices. Mr.
Gross focuses his
practice on insurance
coverage and insurance
bad faith defense. He
currently serves as the
Vice Chair for DRI’s
First Party Property
Subcommittee.
Jonathan can be
reached at jgross@
moundcotton.com.

We live in a world where businesses are
computer dependent - employees require
a computer to perform their jobs;
business transactions are conducted via
computer systems; and company records,
customer information and company
work-product are now electronically
stored across computer networks instead
of in file cabinets. There is no doubt
computer technology has improved the
way we do business, both internally and
with customers. Computer dependency,
however, has created a new realm of
cyber risks, many of which traditional
property insurance, even with a computer
coverage endorsement, is not crafted to
cover. This article focuses on how courts
have applied the coverage afforded under
traditional property policies to cyber
losses and, to a limited extent, new first
party cyber insurance coverages.

Just What Is a Cyber Loss Anyway?
Victor Jacobellis
is special counsel
at Mound Cotton
Wollan & Greengrass,
LLP’s San Francisco
Bay Area offices.
Mr. Jacobellis also
focuses his practice
on insurance coverage
and insurance bad faith
defense. Victor can be
reached at vjacobellis@
moundcotton.com.

There is no specific definition of what a
“cyber risk” is or what type of loss
constitutes a “cyber loss.” Generally
speaking, a cyber loss can refer to any
loss associated with the use of electronic
equipment, computers, information
technology, or virtual reality.1 The event
that often comes to mind when thinking
of a cyber loss is a data breach resulting
in the theft of company and customer
information. An example of a data
breach is the 2013 Target data breach
that compromised credit card and
banking card information for 40 million
shoppers and cost Target almost $150
million.2 These losses are becoming more
and more common. As FBI Director
Robert Mueller aptly stated, “there are
only two types of companies, those that
have been hacked and those that will be.
And even they are converging into one
category: companies that have been
hacked and will be hacked again.”3
A data breach is not the only cyber event
a company is at risk of suffering. Other
events that can cause a cyber loss include
the injection of a virus into a computer
network, loss of electronic data or
disruption in the operation of computer

systems. Often times the occurrence of
one cyber event can lead to another
cyber event. For example, the injection
of a virus into a computer can trigger the
loss of data or disrupt an entire network’s
operation. The losses and expenses
associated with such events can include
the cost to replace hardware, the cost to
replace software and data, the loss of
business income that occurs while a
computer network is not operating, and
extra expenses incurred to return the
business to normal operation as quickly
as possible.
When a cyber loss occurs, business
income losses and extra expenses incurred
can far outweigh the cost to repair or
replace physically damaged property. An
example of this is a law firm that
experiences the failure of a server
resulting in the loss of access to the
computer network for a few days. The
cost to replace the damaged hardware
may only be $1,500; this is a minor
expense in comparison to the loss of
billable hours.

Cyber Losses Under a Traditional
Property Policy -Fitting the Square
Peg into a Round Hole
A typical first-party property policy
states an insurer “will pay for direct
physical loss of or damage to Covered
Property at the premises described in the
Declarations caused by or resulting from
any Covered Cause of Loss.”4 In order to
recover for a business income loss, “the
suspension [of business operations] must
be caused by direct physical loss of or
damage to property.”5 Under extra
expense coverage, the extra expense
“must be caused by or result from a
Covered Cause of Loss.”6
When it comes to cyber losses under a
traditional property policy, the threshold
question is whether physical loss or
damage has occurred. For example, is
electronically stored data property that
can be physically lost or damaged? Is
there direct physical loss or damage
when a computer virus causes electronic

data to be lost, but there is no actual
physical damage to any computer, server
or equipment... i.e. is lost data alone a
physical loss? Or, what if there is a
power surge that causes an online
retailer’s computer network to turn off
for three, hours resulting in millions of
dollars in lost sales, even though there is
no actual physical damage to a computer
system and its components? Different
courts have answered these questions in
different ways. The majority of courts
have required that there be damage to a
tangible component of a computer or
network in order for there to be
coverage. Other courts have broadly
construed the term “physical loss and
damage” to encompass the loss of use of
a computer or data.

Cases Narrowly Construing
“Physical Loss and Damage” To
Apply Only To Tangible Property
One of the first cases to analyze this issue
was America Online, Inc. v. St. Paul
Mercury Ins. Co., 347 F.3d 89 (4th
2003). Although this case involved a
general liability policy, the Court
analyzed whether electronic data was
tangible property and whether the loss of
use of a computer, in and of itself,
constituted damage to tangible property.
This matter was a class action lawsuit
against America Online (“AOL”) where
the plaintiffs claimed the installation of
AOL software altered existing software
on plaintiffs’ computers, disrupted the
plaintiffs’
computer
network
connections, caused the loss of stored
data on the plaintiffs’ computers and
caused plaintiffs’ computer operating
systems to crash.7
AOL argued there was physical damage
to tangible property because computer
software involves the arrangement of
atoms on computer drives and, therefore,
software has a physical property.8 St.
Paul, on the other hand, asserted
computer software and data is not
tangible property because software and
data are nothing more than ideas that
happen to be stored in electronic form.9
continued on page 16
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E&O 2016 Year in Review continued from cover

home and that Plaintiff wanted his coverage to
be like his Hartford policy. From this, the
court concluded that “a jury could find that
Ms. Holland [, the broker handling his
account,] Ms. Sullivan [, Holland’s supervisor,]
and/or the other agents working for Willis
and/or its predecessors, either knew or should
have known that Mr. Warren’s Arkansas
residence was not his primary residence, but
was instead a vacation home that was not
continuously occupied.”2 “As a consequence,”
the court determined, “a jury could find that,
given the parties’ special relationship and
Defendants’ knowledge of Mr. Warren’s
business
interests,
Ms.
Holland’s
recommendation of an insurance policy with a
14 day reporting requirement was negligent.”3
Similarly, a New Jersey Superior Court,
applying New York law, found that a claim
asserting negligent failure to advise in
connection with a flood claim was sufficient to
withstand a motion to dismiss, again based on
the presumption that the broker knew or
should have known sufficient information
about the insured’s business to have given rise
to a duty to advise. In Fox Paper, Ltd. v.
Hanover Ins. Co., No. MID-L-2818-16, 2016
N.J. Super. Unpub. LEXIS 2234 (Sup. Ct.
N.J., Law Div., Middlesex Cty, Oct. 6, 2016),
the court sustained a negligent failure to advise
claim against a broker alleged to have failed to
advise the insured to procure flood insurance
for a Brooklyn building that was located
“within feet of the water,” which suffered
uninsured flood damage as a result of
Superstorm Sandy. In sustaining the claim,
without going into great detail about the
specific allegations, the court noted that the
plaintiff had alleged that prior to the storm the
defendant broker had inquired about
procuring flood insurance for the home of the
Plaintiff ’s corporate executives, as well as a
warehouse located in New Jersey. In so doing,
implicitly, the court’s holding suggests that
this could potentially be found sufficient to
give rise to a duty to advise on the part of the
broker with respect to flood coverage for the
Brooklyn location as well.4
These cases are cause for concern for agents
and brokers going forward, as they evidence
the willingness on the part of courts to not
only find a basis for a duty to advise where the
broker has been asked specifically for his
expertise, or the broker has engaged in an
extended course of conduct in which he
should have reason to believe his advice is
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being sought and specially relied upon. In
these cases, the courts’ analyses suggest that
the courts will also consider whether a relevant
fact consideration may exist that arguably
should have triggered questions from the
broker, even though no specific request for
coverage advice had been made.
Perhaps even more worrisome for agents and
brokers, and the lawyers who defend them,
was a decision issued by a Florida federal court
in May. In Am. K-9 Detection Servs., Inc. v.
Rutherford Int’l, Inc., 2016 U.S. Dist. LEXIS
62279 (M.D. Fla. May 11, 2016), the court
found that a plaintiff does not need to even
assert in its pleadings or in opposing a
dispositive motion that it shared a “special
relationship” with its insurance agent or broker
to be able to rely on an alleged “special
relationship” as a basis for a negligent failure
to advise claim. In so doing, the court held
that as long as the client alleges that the broker
held itself out as an expert and the client
alleges it relied on the expertise of the broker,
then these allegations, alone, may be sufficient
to withstand a dispositive motion.5 Notably,
in denying the broker’s summary judgment
motion, the Court focused on the “length and
depth of the parties’ relationship” in finding
that the existence of a special relationship was
a question of fact for the factfinder.6
For those looking for signs of hope on this
score, it should be noted that, in contrast to
the Middle District of Florida, the District of
Colorado applied a much more restrictive
standard when deciding if a plaintiff had
sufficiently alleged a special relationship with
an insurance broker. In Valley Equip. Leasing
Inc. v. McGriff, Seibels & Williams, 2016 U.S.
Dist. LEXIS 56735 (D. Co. April 28, 2016),
the Court held that even if “an agent
represents that he or she is knowledgeable
about insurance coverages, and regularly in
the course of his or her business, informs,
counsels, and advises customers about their
insurance needs, the agent has not [necessarily]
triggered a special relationship and assumed a
heightened duty of care to the insured.”7 As
such, the Court found that although the
plaintiff alleged the broker “held himself out
as an insurance expert and advised [Plaintiff ]
on a number of matters related to its insurance
needs, these allegations are indistinguishable
from facts Colorado courts have previously
deemed insufficient to substantiate the
‘special relationship’ that triggers a heightened
duty of care.”8

Also of some hope to agents and brokers was the
Eastern District of Kentucky’s decision in
Hammond Transp., Inc. v. Cottingham & Butler
Ins. Servs., 2016 U.S. Dist. LEXIS 41065 (E.D.
Ky. March 29, 2016). There, the court granted
summary judgment against a plaintiff-insured,
holding that an insurance broker and the
brokerage he worked for were not liable for
alleged negligent failure to advise because
Plaintiff could not meet its burden of proving
that the agent/agency either assumed or
impliedly assumed a duty to advise. In finding
that no duty to advise had been established, the
court found that although the payment of a fee
beyond a premium may indicate that an
insurance broker impliedly assumed a duty to
advise, it is not dispositive.9 Indeed, the court
held that the nature of the fee must be
scrutinized, and nothing about the fee in the
Hammond case suggests that the broker or
brokerage assumed such a duty.10 The court in
Hammond also looked at the parties’ course of
dealing over an extended period of time to
determine whether an “objectively reasonable
insurance agent [would be put] on notice that
his advice [was] being sought and relied on,” or
whether the insured made an express request for
advice.11 The Hammond court found that a
request for the “best policy,” does not, however,
meet its standards to impose the heightened
duty to advise.12
More recently, in Hartford Cas. Ins. Co. v.
Fireman’s Fund Ins. Co., 2016 U.S. Dist. 158864
(N.D. Cal. Nov. 16, 2016), a California federal
district court, applying California law, rejected
an argument that an insurance agent who
assisted a broker in placing personal lines
coverage for his brother owed an elevated duty of
care to the broker he was assisting to investigate
the information provided in the application
because, among other things, the agent had
helped the broker to address certain deficiencies
in the application.13 Because the information
contained in the application was inaccurate, $5
million in umbrella liability insurance coverage
was unavailable to respond to an $8.8 million
liability judgement against the insured. In
dismissing the negligence claim asserted against
the agent on summary judgment, the court
rejected the proposal that as a “volunteer” the
agent assumed a duty going beyond the duty to
use reasonable care, diligence, and judgment in
procuring the insurance requested.14

The Economic Loss Rule
In general terms, the economic loss rule
provides that a party who suffers only economic
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harm may recover damages for that harm
based on a contract based claim, but not
under a tort theory. The application of this
rule as a defense to agent and broker E&O
claims has become more and more limited
nationally. However, it still applies in certain
jurisdictions, as evidenced by two recent
federal court decisions.
In Phoenix Packaging Operations, LLC v.
M&O Agencies, Inc., 2016 U.S. Dist. LEXIS
72945, 2016 WL 3181172 (W.D. Va. June 3,
2016), the federal district court for the
Western District of Virginia held that the
“economic loss rule leaves open the possibility
of recovering economic damages through a
negligence claim …, [but only w]here the
parties are in contractual privity and their
relationship gives rise to duties not imposed
by the explicit terms of the contract but by
common law.”15 Accordingly, the court held
that, to the extent that the “professional
negligence” claims against the insurance
broker and the third-party administrator
could be proven, the claims were limited to
“contractual damages,” and Plaintiff could not
seek punitive damages.16
In PRMConnect, Inc. v. Drumm, 2016 U.S.
Dist. LEXIS 69027 (N.D. Ill. May 26, 2016),
the federal district court for the Northern
District of Illinois held that the economic loss
rule, known as the “Moorman Doctrine” in
Illinois, does not to apply to claims against an
insurance agent or broker.17

Proving Damages
In Gelsomino v. Ace American Ins. Co., 2016
Fla. App. LEXIS 16745 (Ct. App. FL, 4th
Dist. Nov. 9, 2016), the court rejected a hypertechnical reading of the rule in Florida that “[t]
he measure of damages in a negligent
procurement of insurance case is what would
have been covered had the insurance been
properly obtained.”18 In so doing, the court
reversed a trial court decision setting aside a
directed verdict finding a broker partially at
fault for failing to obtain coverage protecting
the Plaintiff against work related injuries
sustained while Plaintiff was working on behalf
of a company Plaintiff and his brother owned
which had been incorporated in the Bahamas.19
Although the Plaintiff had arguably failed to
prove specifically what would have been
covered had the proper insurance been
obtained, the appellate court found that the
Plaintiff ’s proof that he suffered damages that
would have been covered had the proper policy
been purchased, offer of proof of the damages
sustained, and introduction of the proper
policy into evidence was sufficient.20

The “Duty to Read” as an
Absolute Defense
While comparative negligence is the rule in
most of the country, the contributory
negligence doctrine can still provide the basis
for a complete defense in certain jurisdictions.
As a prominent example, in Liberty Corporate

Capital Limited v. Club Exclusive, Inc., 2016
U.S. Dist. LEXIS 146691 (N.D. Ala. Oct. 24,
2016), the court reaffirmed the rule in Alabama
that contributory negligence on the part of an
insured is a complete defense to a negligent
failure to procure claim. In doing so, the court
dismissed the insured’s claim because the
insured had failed to read its policy.

Interplay of Statute of Limitations
with “Duty to Read”
The “duty to read” can also come into play less
directly. For example, in Scottsdale Ins. Co. v.
Lakeside Community Committee, 2016 Ill. App.
LEXIS 748 (Ill. App. Ct., 1st Dist., 2nd Div.,
Nov. 1, 2016), an Illinois appellate court
analyzed the interplay between the “duty to
read” and the statute of limitations, reviving a
claim that had been dismissed, and, in so
doing, dramatically limiting the use of the
“duty to read” as grounds for asserting a
negligent failure to procure claim had accrued
at the time the deficient policy was issued.
In this case, a child whose visits by her mother
were being monitored by the Lakeside
Community Committee (“Lakeside”) due to
the mother’s past physical abuse was killed as a
result of internal injuries caused by blunt force
trauma while on an unsupervised visit with her
mother. A Lakeside case worker failed to
respond to the mother’s advice that the child
had a bruise on her stomach and had been
crying through the night, failing either to visit
continued on page 10
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to check on her or instruct the mother to take
the child to seek immediate medical treatment.
Lakeside subsequently settled claims of
negligence by the Department of Children
and Family Services, the appointed guardian
for the child, for $3.5 million. However,
Lakeside was found to have no coverage for
the settlement because its general liability
policy provided no coverage for physical and
sexual abuse claims.21
Lakeside contended that the lack of coverage
for the claim was the result of its insurance
broker’s negligence in procuring a policy that
erroneously described Lakeside as a “halfway
house”, and which contained an endorsement
that only referenced physical and sexual abuse
by Lakeside employees (and denied coverage
for same to boot).22 Moving to dismiss, the
broker argued that the policy in question had
been issued more than two years before the
lawsuit had been commenced, Lakeside had a
duty to read its policy, and therefore Lakeside’s
claim for negligent procurement/breach of
contract accrued upon receipt, and the claims
were barred by the statute of limitations.23 In
so arguing, the broker contended that because
Lakeside had a duty to read the policy, as a
matter of law it was put on notice of the
deficiency of the coverage when the policy
was issued.24 Although the motion was
granted by the trial court, on appeal the
decision was reversed, and Lakeside’s claims
were reinstated. In reversing, the appellate
court held that while the two year statute of
limitations in Illinois Code of Civil Procedure
§13-214.4 applied, the claim did not accrue
until coverage was denied for the claim.
Because the claims against the broker had
been brought within three months of denial

of the insurance claim, the claims were
timely.25 Addressing the broker’s argument
that Lakeside should have been aware of the
deficiency of the coverage when the policy
was issued, the appellate court concluded this
would place too heavy a burden on insureds,
as, even had representatives of Lakeside read
the policy, “they would not know in advance
that a claim involving the murder of a child in
DFCS custody was not covered until the
claim was [ ,in fact, ] denied.26

Ripeness
In contrast with accrual issues, ripeness can
also be an issue at the outset of an agent/
broker E&O litigation. In Witkin Design
Group, Inc. v. Travelers Prop. Cas. Co. of Am.,
2016 U.S. Dist. LEXIS 51632 (S.D. Fla. April
18, 2016), the court held that plaintiff ’s claims
against his insurance broker for negligent
procurement were not ripe for adjudication
when there was an open and unresolved
insurance coverage dispute between the
insured-client and the insurer.27 The court
noted that settled authority in Florida required
the claims against the broker to be dismissed
(without prejudice) rather than stayed pending
the outcome of the underlying insurance
coverage action.28
In contrast, the Southern District of Alabama
refused to dismiss a lawsuit against an insurance
broker during the pendency of a underlying
insurance coverage lawsuit. In Ga-Pac.
Consumer Prods. LP v. Zurich Am. Ins. Co.,
2016 U.S. Dist. LEXIS 54679 (S.D. Ala. April
25, 2016), the court relied on the timing of
when the claims against the insurance broker
accrued. The court acknowledged that under
Florida law (i.e. Witkin’s predecessors), a cause

of action against an insurance broker for
negligent failure to procure insurance accrues
when the client incurs damages at the
conclusion of the related or underlying
insurance coverage proceeding.29 However,
under Alabama law, an insured-client’s claims
against a broker accrue when the insurer
denies coverage.30
Similarly, in Occidental Fire & Casualty of
North Carolina v. Goodman, 2016 Ga. App.
LEXIS 639 (Ga. Ct. App.3rd Div. Nov. 14,
2016) the court noted that the statute of
limitations in Georgia also does not begin to
run against a broker for negligence in procuring
coverage until the insurer denies coverage.31
Interestingly, however, this ended up working
against the Plaintiff, who was trying to argue
that the claim did not accrue until after a
default judgment on the insurer’s declaratory
judgment action against the insured had been
entered. The novelty of the argument aside,
this decision proves that while there is clearly a
recognized interest in protecting insureds from
being blindsided by the accrual of a statue
limitations claim prior to even becoming aware
that coverage may be an issue, this interest does
not extend to indefinitely delaying accrual
while the insured, fully aware of the possibility
of negligence by the broker, proceeds to sit on
his rights and allow extended time to pass
before pursuing a claim against the broker for
the conduct leading to the lack of coverage.

Personal Liability of Owner for Conduct in
Capacity as Broker Employee
An issue of particular concern to owners/
operators of small insurance brokerages is the
question of whether, or in what circumstances,
he/she can be sued for negligence personally, in
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addition to the claims made against the
insurance brokerage, where the brokerage is
incorporated. In JT Queens Carwash, Inc. v.
JDW & Associates, Inc., 2016 N.Y. App. Div.
LEXIS 7176 (N.Y. App. Div. 2nd Dep’t Nov.
9, 2016), the court considered this issue.
Alleging that an incorporated insurance broker
(JDW & Associates, Inc. –“JDW”) had
negligently failed to procure general liability
insurance naming a carwash business’ landlord
as an additional insured, the Plaintiff asserted
claims against JDW and its owner for, among
other things, negligence, breach of contract,
breach of fiduciary duty, and negligent
misrepresentation.32 The trial court dismissed
all of the claims against the owner individually,
on the grounds that the complaint had failed
to allege that he engaged in any conduct that
could give rise to personal liability on his part
as a result of tortious conduct independent of
his role as a corporate employee.33 However,
on appeal the appellate court reinstated the
negligent misrepresentation claim against
him.34 In so doing, it concluded that the
allegation that he had personally signed a
certificate of insurance falsely stating that the
carwash business’ landlord had been added as
an additional insured sufficiently alleged “his
personal participation in the commission of a
tort” to give rise to potential personal liability
on his part.35

Equitable Subrogation
A new concern for agents and brokers could
potentially exist in the form of claims by
insurers against agents/brokers for equitable
subrogation to recover for insurance payments
made that arguably would not have been owed
but for the failure to procure coverage by the
agents/brokers. In Liberty Mutual Ins. Agency v.

Raymond Nelson Ins. Agency, No. 15-000746,
2016 Ky. App. Unpub. LEXIS 787 (Ct. App.
Ky. Nov. 23, 2016) the court considered a
claim by Liberty for equitable subrogation
against an insurance agent for failing to list a
specified vehicle on a schedule of insured
vehicles, which resulted in Liberty paying a
claim under a separate policy covering an
attached trailer. The court rejected Liberty’s
argument that equity should entitle it to
recover its insurance payout from the agent
because, had the agent done its job, Liberty
would have owed the money anyway under the
policy protecting the insured’s vehicles.36
However, where an insurer is compelled to
drop down and cover a claim that might
otherwise have been covered by a different
insurer but for the agent’s negligence, it is
possible an equitable subrogation argument
might have a better chance of success. This
thus bears watching going forward.

Misrepresentation in the Certificate of
Insurance – The Continuing Vitality of the
Privity Defense in NY
Lastly, in New York, a battle has raged for years
with regard to whether claims for professional
negligence and negligent misrepresentation
can be made by a third party against a broker
who issues a certificate of insurance that
misrepresents the available coverage but
contains a standard disclaimer stating that the
certificate is issued “ as matter of information
only”, and that “the insurance afforded by the
policies described herein is subject to all the
terms, exclusions and conditions of such
policies”. In Summit Construction Services
Group, Inc. v. ACT Abatement, LLC, 2016 NY.
Misc. LEXIS 4099 (N.Y. Sup Ct. Westchester
Cty. Nov. 4, 2016), the battle was joined anew,

with the court once again reaffirming that
where such language appeared in the Standard
Accord Certificate, no claim could be brought
by a third party relying on the misrepresentation.
In doing so, the court noted that in New York,
a claim against a broker for professional
negligence generally requires privity, which a
third party to the insured/broker relationship
will not have.37 Further, a claim for negligent
misrepresentation in New York requires a
showing of not just reliance, but “justifiable”
reliance, which cannot be established as a
matter of law when the above-referenced
disclaimer language appears in the certificate.38

Conclusion
As has been the trend on this issue over the
past several years, the case law in 2016
evidences that the ability to successfully resolve
a failure to advise claim on a dispositive
motion is not getting any easier. In fact, new
theories continue to emerge for expanding the
notion of when a heightened duty of care may
be owed. And new theories of liability continue
to be pursued. However, the cases this past
year also reveal that all semblance of balance
has not been lost, and viable defenses abound,
if you are vigilant, carefully examine the
entirety of the facts and circumstances, and
know where to look. Thus, while 2016
provided still further evidence of the growing
risks presented for insurance agents and
brokers, the year’s significant case developments
at the same time evidenced the continuing
vitality of a variety of defense strategies. This
makes awareness of the various alternative
defense theories all the more important, and a
critical part of the agent/broker E&O defense
lawyer’s arsenal going forward.
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reasonable and necessary defense costs
and settlement payments, up to the
policy’s limit of liability.
Indemnity insurance gives the
defendants control over the litigation,
including counsel selection and
strategic approach, with the insurer
retaining limited rights to participate
in key decisions. Although these
rights give insurers a foot in the door,
competitive pressures among primary
D&O insurers work to minimize
insurers’ involvement. For example,
an insurer faced with unreasonably
high defense costs must decide
whether to pay them in full to avoid
conflict, or to pay only the “reasonable
and necessary” amounts, as the policy
specifies—an approach that maximizes
the policy proceeds for the insureds by
not squandering policy limits on
excessive legal fees. But if the insurer
pays only reasonable and necessary
amounts, it may be criticized in the
marketplace by the broker or other
insurers as being stingy with claims
handling – and the insureds may be
left holding the bill for the
unreasonable excess fees.
In general, insurers take a relatively
hands-off approach to D&O claims
because they assume that their
customers want them to stay out of
the defense of the claim. In my
experience, this is a misconception.
The priority for most companies and
their directors and officers is simply
the greatest protection possible,
including assurances that they will not
be left to pay any uncovered legal fees
or settlement payments. In fact, not
only do most insureds not want to be
stuck paying their lawyers for shortpays, they don’t even want to write
any checks at all after satisfying the
deductible—instead preferring the
insurer to take charge of the bills and
pay the lawyers and vendors directly.
In other words, most public companies
actually want their D&O insurance to
respond more like duty-to-defend
insurance. And if given a choice
between having the freedom to choose
any defense counsel and having total
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control over the defense, and saving
on their premium and giving the
insurers greater rights to be involved,
I’m confident most public companies
would choose to save on the premium,
as long as they are confident that they
will still be well-defended. This is
especially so for smaller public
companies, for whom the cost of
D&O insurance can be a hardship,
and against whom the plaintiffs’ bar is
bringing more and more securities
class actions. And few companies,
large or small, would knowingly spend
more on their premiums just to
subsidize skyrocketing biglaw partner
compensation—the D&O insurance
elephant in the room.
Why do insurers have this
misconception? To be sure, after a
claim is filed, the insurer often gets an
earful from the insureds’ lawyers and
broker about the insureds’ indemnityinsurance freedoms.
But these
aggressive positions are typically not
the positions of the insureds
themselves. Instead, these positions
are driven by defense counsel, usually
for self-interested reasons: to get hired,
to justify excessive billing, or to settle
a case for a bloated amount because
the defense is compromised by
mounting defense costs or the defense
lawyer’s inability to take the case to
trial.
Frequently, defense lawyers will set
the stage for their clients to have a
strained relationship with their
insurers by feeding them a number of
stock lines:
• This is a bet-the-company
case that requires all-out effort
by us to defend you, so we
have to pull out all the stops
and do whatever is necessary,
no matter what the insurer
has to say.
• The insurer may ask you to
interview several defense
firms before choosing your
lawyers. Don’t do that. They’ll
just want to get some inferior,
cut-rate firm that will save

them money. But you’ll get
what you pay for—we’re
expensive for a reason! (And
don’t forget that we have
stood by you, through thick
and thin, since before your
IPO, back when you were a
partner here. Plus, we gave
you advice on your disclosures
and stock sales, so we’re in
this together.)
• The business of any insurance
company is to try to avoid
paying on claims, so the
insurer may try to curtail our
level of effort, and may even
refuse to pay for some of our
work. But trust us to do what
we need to do for you. You
might need to make up the
difference between our bills
and what the insurer pays, but
we can go after the insurer
later to try to get them to pay
you back for those amounts.
• The insurer will ask us for
information about the case.
They’ll say they want to help
us, but they’re really just
trying to find a way to deny
coverage.
• We’ll tell you when we think
the time is right to settle the
case, and for how much. The
insurer will try to avoid
paying very much for
settlement. But if we say the
settlement is reasonable, they
won’t have a leg to stand on.
• We’ll need you to support us
in these insurance disputes.
You don’t need to get involved
directly—we can work with
the insurer and broker directly
if you agree. Agree? Good.
In this way, defense lawyers set the
insurer up as an adversary. But these
self-serving talking points get myriad
things wrong.
First, and most importantly, D&O
insurers are not the insured’s
adversaries in the defense of a securities
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class action. To the contrary, insurers’
economic interests are aligned with those of
the insureds. Insurers want to help minimize
the risk of liability through good strategic
decisions. Although keeping defense costs to
a reasonable level certainly benefits the insurer,
it also benefits the insureds by preserving
policy proceeds for related or additional
claims on the policy, so that the insureds will
not need to pay any defense or settlement
costs out-of-pocket, and will avoid a significant

premium increase upon renewal. And insurers
want their insureds to have superior lawyers—
inferior lawyers would increase their exposure.
Their interest in counsel selection is to help
their insureds choose the defense counsel that
is right for the particular case. The key to
defense-counsel selection in securities class
actions, for insureds and insurers alike, is to
find the right combination of expertise and
economics for the particular case—in other
words, to find good value.

A D&O insurer’s business is not to avoid
paying claims. D&O insurance is decidedly
insured-friendly—which isn’t surprising
given its importance to a company’s directors
and officers. D&O insurers pay billions of
dollars in claims each year, and there is very
little D&O insurance coverage litigation.
Although D&O insurance excludes coverage
for fraud, the fraud exclusion requires a final
adjudication—it does not even come into
play when the claim is settled, and even if the
continued on page 14
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case went to trial and there was a
verdict for the plaintiffs, it would only
be
triggered
under
limited
circumstances. Indeed, if they are
utilized correctly, D&O insurers can
be highly valuable colleagues in
securities class action defense. Because
they are repeat players in securities
class actions, they are able to offer
valuable insights in defense-counsel
selection, motion-to-dismiss strategy,
and overall defense strategy. They
have the most experience with
securities class action mediators and
plaintiffs’ counsel, and often have key
strategic thoughts about how to
approach settlement. The top outside
lawyers and senior claims professionals
for the major insurers have collectively
handled many thousands of securities
class actions. Although their role is
different than that of defense counsel,
these professionals are more
sophisticated about securities litigation
practice than the vast majority of
defense lawyers.
I have achieved superior results for
many clients by working collegially
with insurers—from helping shape
motion-to-dismiss arguments, to
learning insights about particular
plaintiffs’ lawyers and their latest
tricks, to selecting the right mediator
for a particular case, to achieving
favorable settlements that don’t leave
the impression of guilt. Treating
insurers as adversaries robs defendants
of this type of valuable guidance.

How Can We Achieve Greater
Insurer Involvement?
D&O insurers should set aside their
preconceived notions about what the
insureds really care about and want.
Insurers need to appreciate that their
insureds often welcome their expertise
and experience—especially at smaller
public companies that have less
familiarity with securities class actions,
and a more pressing need to control

their costs. Not only is there an
opportunity for greater involvement
within the current D&O insurance
product, but there is a market for new
terms and products that allow greater
insurer
involvement,
with
corresponding premium or coverage
advantages to the insureds.

insureds to consult with the insurer
about the defense-counsel process
before engaging defense counsel,
such as with a provision similar to
the explicit requirement in D&O
policies that insureds speak with the
insurer before engaging in any
settlement discussions.

Many insurers correctly address their
claim-handling capabilities as part of
the underwriting process. As part of
this discussion, insurers should set the
expectation that the insureds will
consult with the insurer about the
defense-counsel selection process
before the defendants select counsel.
Insurers have a unique perspective on
the pros and cons of particular defense
counsel, since they know the
capabilities and economics of the
relatively small bar of securities class
action defense counsel very well.
They can help the insureds identify
several defense firms that would be a
good match for the substantive
characteristics of the case.
For
example, they might know that a
particular firm has helpful experience
in cases involving a particular industry
or type of allegation, or has a good or
bad track record with the assigned
judge. Insurers can also help match
the economics of the litigation with
particular firms. They would know
whether or not a particular firm is
able to effectively defend a case within
the limits of the D&O insurance, and
conversely, they would know whether
a firm has enough resources to
effectively handle a large claim.

Last, but certainly not least, I strongly
believe that a public company dutyto-defend product for a “Securities
Claim” would be highly attractive to
many public companies, especially
smaller companies. Many companies
would gladly pay somewhat less for
their D&O insurance in exchange for
giving insurers somewhat greater
control, as long as they know that
they will be defended well. Such a
policy would eliminate the risk that
clients will have to make up for
insurance short-pays, as they are often
asked to do under indemnity
insurance, and would allow insurers
to manage defense costs to avoid
waste of policy proceeds and help
ensure that the policy proceeds will
adequately cover the cost of defending
and settling the litigation.
As the cost of securities class action
defense continues to skyrocket, even
as the size of the typical securities
class action continues to decline, it is
time for the D&O insurance industry
to consider introducing a product
that will provide excellent coverage at
a fair price that is affordable to
smaller companies.

Although I am not an insurance
lawyer, I believe this type of discussion
is perfectly appropriate within the
terms of existing insurance contracts.
But if there is any doubt, existing
policy forms could be tweaked to
explicitly include greater insurer
involvement.
For example, the
insurance contract could require the

Endnotes
1 551 U.S. 308 (2007).
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2 135 S. Ct. 1318 (2015).
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Data Breach Defendants continued from page 5

for information security events and respond to
threats, and educating and training relevant
employees regarding the importance of
securing consumers’ PII. The Adobe settlement
also mandated specific security enhancements,
the details of which were largely redacted from
the settlement documents to maintain their
effectiveness in fending off future hackers. The
settlements in Curry v. AvMed Inc. and Burrows
v. Purchasing Power LLC also featured detailed
security improvements, and in the Heartland
Payment Systems Inc. settlement, the defendant
agreed to report to an expert selected by the
plaintiffs regarding its remedial measures. The
finality of the Heartland settlement was
conditioned on the plaintiffs’ expert’s
acceptance of the report.
While negotiating these details and involving
security experts in the settlement process can
take time and increase the cost of reaching a
settlement, it can also create a path to provide
real value to the plaintiffs while still accounting
for the defendant’s views that the breach at
issue did not cause the plaintiff's actual injury.
The settling parties often quantify in dollars
the amount the defendant will spend on
security investments, so that the court
evaluating the settlement can consider it as a
component of the overall settlement value.

The Claims Processes
A final area where privacy class action litigants
have developed innovative solutions is in
structuring how the settlement fund is paid out
to class members. As noted, these class actions
do not tend to follow a model in which the
total fund is divided evenly among class
members who opt in to the settlement. Instead,
these settlements feature carefully constructed
procedures in which class members submit
claims and seek reimbursement from the fund.

In some cases, the class members must submit
a certification or proof of losses with their
claim for reimbursement from the fund. The
Target settlement, for example, allowed two
types of claims – documentary claims or selfcertification claims. Class members who
submitted documents showing out-of-pocket
loss could be reimbursed up to $10,000,
while class members submitting only selfcertifications were entitled only to an equal
share of the amount remaining after all
documentary claims were paid out (estimated
beforehand to be roughly $40 per person).
This claims process smartly prioritizes
payments to class members who have suffered
out-of-pocket losses over class members
whose harm is merely speculative (or virtually
non-existent).
The AvMed settlement followed a similar
pattern – approved identity theft claims would
be paid first, then the remainder would be
divided among “premium overpayment
claims.” Prior to the AvMed settlement,
however, the Eleventh Circuit had found that
even class members who had not been victims
of identity theft had sufficiently pled injury by
claiming that they paid more in premiums in
exchange for AvMed sufficiently protecting
their data. While this precedent may explain
the why the parties in AvMed adopted this
approach, distinguishing between plaintiffs
with real damages and those without is sensible
even where the court has made no such ruling.
Another innovative approach is setting up a
settlement fund with payment tiers, such that
the second tier only comes into play if enough
class members submit valid claims to exhaust
the first tier. The parties to the Heartland
settlement agreed to a $1 million settlement
fund, but if valid claims exhausted that fund,
Heartland would contribute up to another

Endnotes
1 In the wake of the Spokeo ruling, parties on both sides of pending class actions rushed to
supplement their briefs to explain why Spokeo supports their arguments for or against dismissal.
Barnes & Noble Inc. filed a brief in a data breach class action pending in Illinois federal court
just days after the ruling, contending that the lead plaintiffs failed to demonstrate a concrete
injury to satisfy the Spokeo standard. In re Barnes & Noble Pin Pad Litigation, No 1:12-cv-08617
(N.D. Ill.). On the other hand, the plaintiffs’ class in a data breach suit against Paytime, Inc., in
a brief filed in the Third Circuit shortly after the ruling, argued that Spokeo compelled reversal of
the dismissal of their suit. Storm v. Paytime, Inc., No. 15-3690 (3d Cir.). The Sixth Circuit Court
of Appeals recently ruled that data breach plaintiffs met the standing bar established by Spokeo,
even where they had no evidence their data had been misused. Hancox v. Nationwide Mutual Ins.
Co., No. 15-3387 (6th Cir.).
2 The data breach class action settlements analyzed were: In re Adobe Syst. Inc. Privacy Litig., No.
13-5226 (N.D. Cal.); In re Heartland Payment Syst., Inc. Data Security Breach Litig., No.
09-2046 (S.D. Texas); In re Sony Gaming Networks & Customer Data Sec. Breach Litig., No.
11-2258 (S.D. Cal.); In re Target Corp. Customer Data Sec. Breach Litig., No. 14-2522 (D.
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$1.4 million. This approach strikes a balance
between the plaintiffs’ interest in seeing that
defendants make some payment to compensate
for the breach, and in particular, that it
compensate class members who have suffered
actual harm, as well as the defendants’ interest
in limiting the amounts they pay to compensate
for hypothetical and speculative harm.
Put another way, if the plaintiffs are right that
the class has suffered and can prove real harm,
the settlement is designed so that the defendant
will compensate for that harm. On the other
hand, if the defendant is right that many (or
most) class members have no actual injury,
then the defendant will not have to pay the
higher tiers of the fund. In this way, the
settlement incorporates both sides’ views of the
merits but also limits the risk for both sides
that proceeding to litigation would entail.

Conclusion
While post-Spokeo courts may continue to
issue inconsistent opinions, the environment
for data breach defendants is not as frightening
as it appears. Defendants should relentlessly
challenge plaintiffs to justify their alleged
grievances and establish their damages.
Efficient solutions such as credit and identity
monitoring services for the truly affected can
mitigate the risk of larger and consequential
damages. Creatively structured settlements
such as the “tiered” approaches described above
put the onus on the plaintiffs to prove their
damages–which, as one court approving such a
settlement has noted, they would have to do at
some point anyway.3 A robust claims process is
key to effective settlements like these.
Defendants should retain experienced privacy
counsel from the first notice of a potential
dispute, and incorporate sophisticated risk
management solutions to make data breaches
less of a nightmare.

Minn.); In re TJX Cos. Retail Security Breach Litig., No.07-10162 (D. Mass.); In re The Home
Depot Inc. Customer Data Sec. Breach Litig., No. 14-02583 (N.D. Ga.); In re Countrywide Fin.
Corp. Customer Data Sec. Breach Litig., No. 08-1998 (W.D. Ky.); Beringer v. Certegy Check Servs.,
Inc., No. 8:07-cv-01657 (M.D. Fla.); In re Dep’t of Veterans Affairs Data Theft Litig., No. 06-506
(D.D.C.); Lim v. Vendini Inc., 1-14-CV-259897 (Cal. Super. Ct., Santa Clara Cnty.); In re
LinkedIn User Privacy Litig., No. 12-3088 (N.D. Cal.); Rippy v. Schnuck Markets Inc., No. 2013L-218 (Ill. Cir. Ct., St. Clair Cnty.); Curry v. AvMed Inc., No. 10-24513 (S.D. Fla.); Burrows v.
Purchasing Power LLC, No. 12-22800 (S.D. Fla.); In re Michaels Stores Pin Pad Litig.; JohanssonDohrmann v. CBR Systems, Inc., No. 12-1115 (S.D. Cal.); and Rowe v. Unicare Life & Health Ins.
Co., No. 09CH05166 (Ill. Cir. Ct., Cook Cnty.)
3 In re Countrywide Financial Corp. Customer Data Security Breach Litigation, No. 08-1998 (W.D.
Ky.), Docket No. 297, at 9 (“Perhaps Plaintiffs’ two biggest challenges are the issues of
causation and damages, both of which are essential to maintaining a successful case. Moreover,
the current state of the law in regards to data breaches does not bode well for Plaintiffs. For
these reasons, the Court believes this factor weighs heavily in favor of settlement.”)
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The court sided with St. Paul. In doing so, it
first noted that a computer drive, which is a
physical magnetic medium to store information,
is separate from the data, software, programming
information and instructions stored on the
computer drive. The court, taking a technical
approach, found that, “data, information and
instructions used in a computer are codified
into a binary language and the binary language
is processed by the computer.” “Thus, if a hard
drive were physically scarred or scratched so that
it could no longer properly record data,
information or instructions, then the damage
would be physical, affecting the medium for
storage of the data. But if the arrangement of the
data or information stored on the hard drive
were to become disordered or the instructions
were to come into conflict with each other, the
physical capabilities and properties of the hard
drive would not be affected. Such disordering or
conflicting instructions would amount to
damage to the data and information and to the
instructions (i.e., the software) but not to the
hard drive.”10
By analogy, the court reasoned, “when the
combination to a combination lock is forgotten
or changed, the lock becomes useless, but the
lock is not physically damaged. With the
retrieval of or resetting the combination-the
idea-the lock can be used again…With damage
to software, whether it be by reconfiguration or
loss of instructions, the computer may become
inoperable. But the hardware is not damaged.
The switches continue to function to receive
instructions and the data and information
developed on the computer can still be preserved
on the hard drive. While the loss of the idea
represented by the configuration of the computer
switches or the combination for the lock might
amount to damage, such damage is intangible
property. It is not the damage to the physical
components of the computer or lock, i.e. to
those components that have ‘physical substance
apparent to the senses."11
In Eyeblaster, Inc. v. Federal Ins. Co., 613 F.3d
797 (8th Cir. 2009), the court took a similar
approach in narrowly construing what
constituted physical loss and damage. Like
AOL, this case also involved a liability policy,
but the focus was the insurance policy’s coverage
for “physical injury to tangible property.”
Eyeblaster provided online advertising services.
The plaintiff filed suit against Eyeblaster alleging
an Eyeblaster spyware program caused his
computer to freeze up, caused data pertaining to
his unfinished tax returns to disappear, caused
pop-up ads to appear, hijacked his web browser’s

communication with web sites, slowed his
computer’s performance and caused his
computer to crash.12 One of the issues before
the court was whether the plaintiff ’s complaint
contained any allegations for damage to
tangible property. The court, relying on AOL,
held the claimed damage, i.e. the operation of
plaintiff ’s computer, did not constitute
“physical damage to tangible property” and
damage to the computer’s hardware was
required to trigger coverage.
The leading first-party property case is Ward
General Ins. Services, Inc. v. Employers Fire Ins.
Co., 114 Cal. App. 4th 548 (2003), involving a
claim for data loss under a traditional property
policy. The Ward court also took a narrow
approach in determining if electronic data
constitutes tangible property. In this case,
human error caused the insured’s computer
database to crash, resulting in the loss of data
necessary for business operations. The crash did
not cause any damage to the hardware on which
lost data was stored. The insured spent over
$50,000 to restore the lost information, suffered
a business income loss of over $200,000, and
submitted a claim under its businessowners
policy for these costs.13
The Ward court considered whether electronic
data was tangible property and the sole issue
before the court was whether the loss of
electronically stored data, when there is no
accompanying damage to any tangible parts of
the computer system, constituted direct physical
loss or damage. In order to answer this question,
the court examined the plain and ordinary
meaning of the word “physical,” defined as
“having material existence” and “perceptible
especially through the senses and subject to the
law of nature.” The court then looked to the
definition of material, defined as “capable of
being perceived especially by the sense of touch.”
Based on these definitions, the court said “with
confidence that the loss of the [insured’s]
database does not qualify as ‘direct physical loss,’
unless the database has material existence,
formed out of tangible matter, and is perceptible
to the sense of touch.” The court then examined
the nature of a database. It defined “data” as
“factual or numerical ‘information’” and
“database” as a large collection of organized data
and concluded the “loss of a database is the loss
of organized information.”14
The court concluded, based on this analysis,
that there was no loss of or damage to physical
property and, therefore, no “direct physical loss
of or damage to” covered property. In coming to
its decision, the court reasoned that it failed to

see how “data” or “information” can have a
material existence, be formed out of tangible
matter, or be perceptible to the sense of touch.
And although data is stored on a physical
medium, e.g. a magnetic disc or tape, the
information itself is intangible. Even though the
insured lost stored information, it did not lose
the tangible material of the storage medium,
which was still capable of storing information.15
Metro Brokers, Inc. v. Transportation Ins. Co.,
(No. 1:12-CV-3010-0DE) 2013 WL 7117840
(N.D. Ga. November 21, 2013), demonstrates
a creative, yet unsuccessful, argument through
which an insured sought coverage for a cyber
loss involving a fraudulent electronic transfer of
money. In this case, Metro Brokers had money
stolen when thieves logged onto its bank
account and used the bank’s Automated
Clearing House System (“ACH”) to make
payments from Metro’s bank account. Metro
submitted a claim for the money stolen through
ACH payments under its business property
policy’s “Forgery and Alteration” coverage.
Under this coverage, the insurer agreed to pay
for any loss resulting from forgery in any check,
draft, promissory note, bill of exchange, or
similar written promise to pay money by
anyone acting as you or your agent. The
coverage included the forgery of an electronic
signature.16 Metro claimed there was coverage
because its electronic signature was forged to
make the ACH payment.17 Although Metro’s
claim was inventive, the court nonetheless
found there was no coverage because the
forgery and alteration coverage clearly applied
only to losses pertaining to promises to pay
contained on written instruments, making the
ACH payment outside the scope of coverage.18

Cases Broadly Construing Data Loss and
The Loss of Computer Use as “Physical
Loss and Damage”
One of the first cases finding coverage for a
cyber loss under a traditional property policy is
the unpublished, but often cited, case of
American Guarantee & Liability Ins. Co. v
Ingram Micro, Inc., (No. 99-185 TUC ACM)
2000 WL 726789 (D. Ariz. April 18, 2000). In
this case, the court did not focus on whether or
not information stored on a computer was
tangible property. Instead, this court found
“physical loss and damage” was not restricted to
the physical destruction or harm to computer
circuitry. The court chose to broadly define
“physical loss and damage” to include loss of
access, loss of use and loss of functionality to
computer systems when stored information on a
computer was lost. In this case, the insured,
continued on page 18

16

Professional Liability Underwriting Society

Diversity Leadership
& Mentoring Program

In order to create a diverse and inclusive global
professional liability community and provide
opportunities for interaction, career development and
advancement for all members, PLUS established the
Leadership and Mentoring Program (LAMP).

Under the stewardship of the PLUS Diversity and
Inclusion Committee, the program aims to increase
the leadership skills and influence of individuals from
diverse and traditionally under-represented groups
within the professional liability insurance industry.







Goals

Benefits

Eligibility

LAMP strives to:

All LAMP participants receive:

LAMP candidates must:

Provide support, education, access and service
opportunities to individuals within the professional liability insurance industry from diverse
and traditionally under represented groups and
backgrounds.

•
•

Connect participants with coaching and volunteer leadership experiences to enhance their
career development and expand their professional networks.
Encourage more diverse candidates to
assume leadership roles within PLUS and the
professional liability insurance industry as a
whole.
Develop a more diverse leadership pool for the
professional liability insurance profession.

Membership in PLUS.
Registration, travel
and lodging to a PLUS
Conference, a PLUS
Leadership Assembly
and one PLUS
education program
as selected by the
participant.

•

3 complimentary PLUS
Curriculum modules,
selected by the
participant.

•

3 complimentary RPLU
examinations.

•

Be a member of a
traditionally underrepresented group
or population.

•

Be currently employed in
the professional liability
insurance industry with
a minimum of two years
experience.

•

Have a demonstrated
career commitment and
interest in volunteer
leadership opportunities in
PLUS and/or other civiccommunity organizations.

The 2nd LAMP cohort begins in June 2017...
Watch for application details starting in February.
First Quarter 2017 PLUS Journal

17

My Computer Won't Work: Cyber Losses continued from page 16

Ingram Micro, was a wholesale distributor of
microcomputer products. All of Ingram Micro’s
sales were processed through a computer
network known as Impulse.19 A power outage
caused all of Impulse’s programming information
to be erased, causing Impulse to became
inoperable and all of Ingram Micro’s computers
to not function for eight hours.20
Ingram Micro made a claim for business income
losses caused by the power outage under an
American Guarantee business property policy.
The only issue before the court was whether the
power outage caused direct physical loss or
damage to Ingram Micro’s computer system.21
American Guarantee admitted the power outage
affected Impulse’s ability to function. American
Guarantee argued, however, Ingram Micro’s
computer system was not “physically damaged”
because the system’s ability to function remained
intact and was still able to receive the input of
programming information that had been erased,
which allowed the system to operate properly
again. Ingram Micro, on the other hand, argued
“physical damage” includes loss of use and
functionality and, therefore, the fact the
computer system could accept information and
eventually operated as the system did before the
loss did not mean the computer system had not
been “physically damaged.”
The court sided with Ingram Micro’s broader
definition of “physical damage.”22 The court
concluded the loss of use and functionality of
the computer system in and of itself constituted
“physical damage.” It based this conclusion
upon an examination of the U.S. and several
states’ penal codes addressing cybercrimes. The
court held that penal codes’ relevance was
significant because law makers around the
country have determined that when a computer’s
data is unavailable, there is damage; and when a
computer’s software or network is altered, there
is damage. The court found that restricting
coverage to actual “physical damage” to the
computer system components, as American
Guarantee suggested, would be archaic.23
In Southeast Mental Health Center, Inc. v. Pacific
Ins. Co., Ltd., 439 F.Supp.2d 831 (W.D. Tenn.
2006), it was found, under the principles of
Ingram Micro, that the loss of computer data
constituted physical damage under a business
property policy. In this case, a storm caused
Southeast Mental Health Center, the insured, to
lose power causing a data loss.24 The insured
subsequently submitted a claim for the recovery
of the lost data, which was denied on the basis
that the data loss did not constitute “physical
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loss and damage” because the actual computer
on which the data loss occurred was not
damaged. The court, citing Ingram Micro, found
the data loss was “physical loss and damage”
because the lost data affected the computer
system’s ability to operate.25
Coverage for a cyber loss was more recently
considered in another unpublished case,
Landmark American Inc. Co. v. Gulf Coast
Analytical Labs., Inc., (No. 10-809) 2012 WL
1094761 (M.D. La. March 30, 2012). This case
specifically addressed whether electronic data is
physical, i.e. tangible property, or nonphysical
in nature, i.e. not tangible property, and,
therefore, whether the loss of electronic data
constituted “physical loss and damage.”26 The
insured, Gulf Coast, suffered a computer server
failure that caused its electronic data to be
corrupted and permanently unusable. The data
loss caused Gulf Coast to lose over $1 million in
business income and it expended over $100,000
to recover the data. Gulf Coast submitted a
claim to Landmark for the losses and Landmark
claimed electronic data is not tangible property
and, hence, not susceptible to physical loss and
damage. Landmark further argued that
electronic data can only be subject to coverage if
the associated hardware is damaged and causes a
loss of electronic data. Gulf Coast, on the other
hand, argued electronic data was physical in
nature because data was physically disrupted
when the computer server failed.27
The court sided with Gulf Coast and held
electronic data was physical in nature and the
loss of electronic data constituted physical loss
and damage under the insurance policy.
Applying Louisiana law, it was noted tangibility
is not a defining feature of physicality. The court
reasoned that although electronic data is not
tangible, it is still physical because it can be
observed and altered through human action. It
further found Gulf Coast’s electronic data “has
physical existence, takes up space on the tape,
disc or hard drive, makes physical things happen,
and can be perceived by the senses.”28

Coverage Under a Cyber Policy
In order to meet the demand for protection
from a cyber loss, insurance companies have
added a variety of coverage extensions for cyber
risks to their existing business property policies
and have begun to create new specialty cyber
insurance policies designed to address these
risks. This is still a new and developing area of
coverage and there is no typical cyber risk policy.
Some policies extend coverage to the loss of data
or software from different specified causes of

loss. Such policies often also offer coverage for
the loss of business income due to a cyber loss
and the expenses incurred to restore lost data.29
Policies may also provide coverage for losses
associated with a data breach including: (1) the
cost to investigate forensically a data privacy or
cybersecurity incident; (2) attorney costs for
the review and determination of whether data
privacy laws were violated; (3) the cost to send
letters notifying customers or at risk individuals
about a data breach incident in accordance
with statutes and regulations; (4) the cost of
credit or fraud monitoring for affected
individuals; and (5) the cost of complying with
a regulatory investigation in connection with a
data privacy incident.30 There is also a wide
range of coverage that may be provided under a
cyber loss policy and the terms and conditions
in such a policy may often vary from insurer to
insurer and may even vary in different policies
issued by the same insurer.
Since cyber coverages are relatively new, there
are only a limited number of cases addressing
them. The case law concerning cyber policies
and the courts’ opinions, consequently, are
reflective of the specific policy language
concerning coverage and the application of the
policy to the facts. This is a good reminder that
most evaluations of coverage under a cyber
policy should focus on the policy at issue and
the facts of the loss.
Retail Ventures, Inc. v. National Union Fire Ins.
Co. of Pittsburgh, Pa., 691 F.3d 821 (6th Cir.
2012) involved a claim made under a special
coverage entitled “Computer & Funds Transfer
Coverage.” This coverage protected against any
loss resulting from the theft of any insured
property by computer fraud. Computer fraud
included the act of wrongfully converting assets
through a computer system and insured property
held by the insured in any capacity.31 This
coverage contained an exclusion for any loss of
proprietary information, trade secrets,
confidential processing methods, or other
confidential information of any kind.32 The
insured, who operated retail shoe stores, DSW,
had a data breach by hackers who accessed
DSW’s computers and downloaded credit card
and checking account information of more than
1.4 million DSW customers. DSW made a
claim under its “Computer & Funds Transfer
Coverage” for investigative costs it incurred in
connection with the data breach and amounts it
reimbursed customers for fraudulent transfers
made with their financial information.33
The parties agreed the data breach was theft of
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insured property under the “Computer
& Funds Transfer Coverage.” The
insurer, however, claimed there was no
coverage for the loss under the policy’s
exclusion for loss of proprietary
information, trade secrets, confidential
processing methods, or other confidential
information of any kind.34 The court
disagreed and found the exclusion did
not apply and there was coverage. The
court first found customer information
was not proprietary since the information
was held by the customers’ financial
institutions and because the customers
provided their financial information to
merchants. It further held the customers’
financial information was neither a
“trade secret,” found to mean
information used in the insured’s
business, nor a “confidential processing
method,” found to mean a secret process
or technique used in the insured’s
business. Finally, the court held the
catchall phrase “other confidential
information of any kind” could only
refer to the insured’s own confidential
information because it was part of a
sequence pertaining to the insured’s
secret information and not the secret
information of the insured’s customers.35
In Lambrecht & Associates, Inc. v. State
Farm Lloyds, 119 S.W.3d 16 (Tex. App.
2003), the insured was found to have
coverage under its policy for its business
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income loss and extra expense the insured
incurred after a virus shut its computer
systems down and damaged its software
and data. The policy specifically stated it
would pay for accidental direct physical
loss to electronic media and records,
defined to include storage media,
electronic data, storage media and the
data stored on such media.36 State Farm
Lloyds argued the injection of the virus
was not accidental and there was no
coverage for the damages that resulted
from the virus. The court disagreed and
held the injection of the virus and the
resulting damage was an unexpected and
unusual occurrence and was, from the
insured’s view, unexpected.37 State Farm
also contended that an exclusion
pertaining to electronic data losses caused
by an error in programming applied to
losses caused by the virus, but the court
held the injection of a virus was not an
error in programming.38
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