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Engineering a Fraud: Coverage Issues Implicated By
Sophisticated Email Scams
by Jason M. Taylor, Esq.
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Omissions, Professional
Liability, and first-party
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It seems no less than daily emails
inundate our inboxes from the “Prince
of Nigeria,” a wealthy heiresses, or
some bureaucratic agency seeking
personal and financial information
in exchange for a purported fortune.
While these “phishing” attempts are
often easily recognizable to most
of us and dismissed accordingly (or
caught by our spam filters), fraudsters
are becoming more sophisticated.
For example, earlier this year it was
learned that a Lithuanian scammer
managed to swindle two of the largest
technology companies, Facebook and
Google, out of nearly $100 million
using forged email addresses, invoices,
and corporate stamps to impersonate a
large Asian-based manufacturing client
of various U.S. tech companies.
This type of scheme is sometimes
referred to as “social engineering
fraud” and is broadly defined as a
means to persuade a computer user
or email recipient to provide critical
or proprietary information to the
perpetrator, or otherwise create some
other sort of security vulnerability in a
company’s computer system. According
to the FBI, these types of fraudulent
schemes typically target companies
that do business internationally, but
can also target domestic transactions
as well. These efforts generally involve
emails or communications designed
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to trick a user or targeted group
of people with a known affiliation
into believing that he or she should
provide a password, account number,
financial transfer, or other valuable
information, that can later be utilized
by the perpetrator to obtain some
financial gain. Oftentimes, such losses
are actually caused by a company’s own
employees, believing they have received
legitimate authorization to transfer
funds or make payments on behalf
of the company or its executives. In
contrast to a “hacker” independently
penetrating a computer system, these
“social engineering” schemes involve a
human component that is enabled by
unaware (or negligent) employees or
inadequate security protocols.
In the insurance context, companies
have increasingly begun purchasing
insurance in an attempt to protect
themselves from similar sorts of digital
crime, fraud, computer hacking, and
other cyber-attacks. Often, these
companies operate under the mistaken
assumption that “social engineering
fraud” or “phishing” schemes will
be covered under the company’s
traditional crime, executive business
owners, cyber, or other professional
liability policies. Nevertheless, many of
these policies are not intended to cover
this specific sort of “fraud” where the
alleged perpetrator does not actually

“hack” or “infiltrate” the insured’s
computer systems. As the level of
sophistication of these cyber-criminals
increases, a closer look at specific policy
coverage is warranted in determining
whether losses resulting from social
engineering fraud may be covered
under existing policies – or whether
specialized, standalone coverage or
endorsements are necessary.

Does The Loss Result “Directly”
From “Use Of A Computer”?
Crime and similar computer fraud
policies or provisions generally
provide coverage for losses due to
employee dishonesty, credit card
forgery, computer fraud and theft,
and the disappearance or destruction
of property. In the context of social
engineering fraud, however, coverage
has been limited because the typical
standard coverage forms require the
loss to result “directly” from the “use
of a computer to fraudulently cause a
transfer.” In assessing such coverage,
courts often begin with whether such
social engineering schemes result
directly from the “use of a computer”
to “fraudulently cause a transfer.”
In Apache Corp. v. Great American
Ins. Co.,1 the insured's accountspayable department received an email
purporting to be from a vendor,
requesting that future payments be
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made to a new bank account. A signed copy of
a letter on the vendor’s letterhead directing the
account change was attached to the email. One
of the insured's employees called a telephone
number on the letter to verify the request,
and concluded that the change-request was
authentic. A different employee approved and
implemented the change. Payments were made
to the new account, which was fraudulent.
The insured sought coverage, under the
Computer Fraud provision of its policy, for
approximately $7 million in payments made
to the fraudulent account.
The district court found the payments were
covered because the email—the computer
use in the case—was a “substantial factor”
in the insured’s payments to the fraudulent
account. The Fifth Circuit reversed, finding
that while the email was part of the illicit
scheme, the email was merely incidental to
the authorized transfer of money. The court
stated that "the authorized transfer was made
to the fraudulent account only because, after
receiving the email, [the insured] failed to
investigate accurately the new, but fraudulent,
information provided to it."2 In reviewing
decisions from other jurisdictions, the Fifth
Circuit found that courts repeatedly have
denied coverage under similar computer
fraud provisions, except in cases of hacking
where a computer is used to cause another
computer to make an unauthorized, direct
transfer of property or money. To interpret the
computer-fraud provision at issue as reaching
any fraudulent scheme in which an email
communication was part of the process went
too far. To do so would effectively convert
the computer-fraud provision to one for
general fraud beyond the intended scope of
the coverage.
Courts have also been reluctant to email
“phishing” scams – and a subsequent transfer
of funds – to be a loss “directly” resulting
from the use of a computer. For example, in
Pestmaster Services Inc. v. Travelers Cas. and
Surety Co. of Am.,3 the underlying fraud was
committed by a payroll contractor against
the insured. The contractor had been hired to
withhold and submit the insured’s payroll tax
payments. The contractor was authorized to
initiate transfers of funds from the insured to
the contractor’s bank account in order to pay
invoices approved by the insured. Instead of
paying the approved invoices, the contractor
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fraudulently used the insured’s funds to pay
her own expenses, ultimately leaving the
insured indebted to the Internal Revenue
Service for payroll taxes. The insured filed an
action after being denied coverage under a
Crime Policy for the tax debt.
The trial court rejected coverage under the
crime policy because the “claimed losses did
not ‘flow immediately’ and ‘directly’ from
[the contractor’s] use of a computer.” In other
words, there was no loss when funds were
initially transferred to the contractor because
the transfers were authorized by the insured.
In affirming, the Ninth Circuit took a
different approach and interpreted the phrase
“fraudulently cause a transfer” to require an
unauthorized transfer of funds. Similar to
Apache, the Ninth Circuit noted that because
computers are used in almost every business
transaction, reading this provision to cover
all transfers that involve both a computer and
fraud at some point in the transaction would
convert the Crime Policy into a “General
Fraud” Policy, essentially covering losses from
all forms of fraud rather than a specified
risk category. The Ninth Circuit found no
coverage for lost funds transferred by the
insured to a payroll company that failed to
remit the portion representing payroll taxes to
the IRS. It found that neither the Computer
Fraud nor the Funds Transfer Fraud insuring
agreements applied where the transfer is made
by an employee who was an authorized user
of the system.
The Court of Appeals of New York came to
a similar conclusion in Universal American
Corp. v. Nat’l Union Fire Ins. Co. of Pittsburgh.4
In the case, the court considered whether an
insuring agreement for “computer systems
fraud” that applies to “a fraudulent entry . .
. of Electronic Data or Computer Program”
encompassed losses from an authorized
user’s submission of fraudulent information
into the insured’s computer system. The
Court of Appeals of New York concluded
that the phrase “fraudulent entry” refers to
unauthorized access into plaintiff's computer
system, and not to content submitted by
authorized users. The term “fraudulent” did
not qualify or modify the terms “electronic
data” or “computer program.” Thus, the
court held that coverage under the computer
systems fraud coverage did not extend to
the insured’s claims because the “entry” or

“change” to the computer system was not
“fraudulent” -- such entry of information was
done by an authorized user. In other words,
the court held that the providers who made
the entries or changes were authorized users
on the system, i.e., employees of the insured,
thus there was no coverage.
Similarly, in Taylor & Lieberman v. Federal Ins.
Co.,5 the Ninth Circuit affirmed a denial of
coverage to an accounting firm for the loss of
client funds transferred by the insured after
receiving emails, purportedly emanating from
an email address of the firm’s client, instructing
the insured to wire money from a client’s
account. Initially, the court found that the
fraudulent emails instructing the insured to
transfer money were not financial instruments,
and therefore, the policy’s forgery coverage did
not apply. The policy also provided computer
fraud coverage. The court, however, held
that the sending of an email, without more,
does not constitute “unauthorized entry” into
the recipient’s computer system. The emails
were also not an unauthorized introduction
of instructions that propagated themselves
through the insured’s computer system. While
the emails instructed the insured to effectuate
certain wire transfers, “under a common
sense reading of the policy,” these are not the
type of instructions the policy was designed
to cover, like the introduction of malicious
computer code. Unlike a computer virus, the
court found that the instructions contained
in the emails were simply part of the text of
the emails and did not “propagate themselves”
throughout the insured’s computer system.
Finally, the Taylor & Lieberman court rejected
the insured’s argument that the policy’s
funds transfer fraud coverage applied. As
the insured knew about the wire transfers
and was the party actually requesting
the transfers, there were no fraudulent
instructions issued to a financial institution.
Although the insured did not know that the
emailed instructions were fraudulent, it did
know about the wire transfers.
Recently, the U.S. District Court for the
Eastern District of Michigan in Am. Tooling
Ct. v. Travelers Cas. & Sur. Co. of Am.,6 reached
a similar conclusion. After receiving emails
that appeared to be from one of its vendors,
the insured authorized payments to a bank
account it believed belonged to the vendor.
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The emails were fraudulent, however, and the
payments were received by the fraudsters, not
the vendor. The third party made the email
appear to be from the supplier by using a nearly
identical email domain, which was easily
confused for the correct domain. Without
verifying the new banking instructions, the
insured wired approximately $800,000 to the
third party’s bank account. Travelers denied
coverage under the insured’s computer crime
coverage arguing that the insured’s loss was
not a “direct loss” that was “directly caused
by the use of a computer” as required by the
policy. The District Court agreed.
According to the Court, “direct” means
“immediate.” In this case, however, the
fraudulent emails did not "directly" or
immediately cause the transfer of funds
from the insured’s bank account. “Rather,
intervening events between ATC's receipt
of the fraudulent emails and the transfer of
funds…preclude a finding of ‘direct’ loss
‘directly caused’ by the use of any computer.”7
The Court also noted that there was no
infiltration or “hacking” of the insured’s
computer system, and that the emails
themselves did not directly cause the transfer
of funds. Other courts have reached similar
results. See also Aqua Star (USA) Corp. v.
Travelers Cas. & Sur. Co. of Am.,8 (actions of
an authorized employee in effecting the wire
transfers were an indirect cause of the loss,
barring coverage); S. Cal. Counseling Ctr. v.
Great Am. Ins. Co.9 (applying an authorized
representative exclusion, finding that the
insured did not sustain an “unauthorized
entry into” or “unauthorized change” to a
computer system).

Medidata Solutions, Inc.
In July, the U.S. District Court for the
Southern District of New York in Medidata
Solutions, Inc. v. Fed. Ins. Co.,10 found
coverage under Federal’s Computer Fraud
and Fraudulent Funds Transfer coverages
for a similar social engineering fraud
scheme. An employee in accounts payable
received an email purportedly sent from
Medidata’s president and containing the
president’s name, email address, and picture
in the “from” field. The email stated
that the company was close to finalizing
an acquisition and instructed accounts
payable to assist an attorney that would be
contacting the company in connection with
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the acquisition. Later that day, the employee
received a phone call from a man holding
himself out to be the attorney and demanding
the employee process a wire transfer. The
employee explained she needed an email from
Medidata’s president requesting the transfer
as well as approval from the company’s Vice
President and Director of Revenue. The
employee, VP, and Director of Revenue then
received a group email purportedly from
Medidata’s president requesting the transfer
of over $4.4 million. The employee logged
onto the bank’s online system to initiate
the transfer and the VP and Director of
Revenue also logged into the system to
approve the transfer. When attempting to
process a second transfer in similar fashion,
the VP became suspicious and launched an
investigation, which revealed the fraud.
Medidata sought coverage under the Crime
Coverage Section of its policy that provided
coverage for various losses caused by criminal
acts, including Forgery Coverage, Computer
Fraud Coverage and Funds Transfer Fraud
Coverage. Unlike similar schemes in
Apache and Taylor & Lieberman, the New
York District Court held that the policy’s
Computer Fraud Coverage afforded coverage
for the loss. The relevant policy language
afforded coverage for “the fraudulent (a) entry
of Data into…a Computer System; [and] (b)
change to Data elements or program logic of
a Computer System.”
According to the Court, to mask the true origin
of the spoofed emails, the thief embedded a
computer code, which caused the system to
display a different email address in the “from”
field when received by the company. Thus, the
Court found the address in the “From” field
of the spoofed emails constituted “data” and
that the thief ’s computer code changed this
data from the true email address to Medidata’s
president’s address to achieve the email. In
finding that the email scheme was a “direct
cause of the loss,” the Court stated that
Medidata employees “did not invite” the
spoofed emails, but rather that the transfer
was only initiated as a direct cause of the thief
gaining entry into Medidata’s email system
with spoofed emails containing a computer
code masking the thief ’s identity. In this way,
the Court distinguished the Fifth Circuit’s
holding in Apache. Similarly, the court
reasoned that because the spoofed emails were

“armed with a computer code” and caused
transfers out of Medidata’s own bank account
(instead of an account of a client), Taylor &
Lieberman was also distinguishable.
The Court also found that the policy’s Funds
Transfer Fraud Coverage applied.
The
section covered “fraudulent electronic…
instructions…purportedly issued by an
Organization, and issued to a financial
institution directing such institution
to transfer, pay or delivery Money or
Securities from any account…without such
Organization’s knowledge or consent.” The
Court reasoned that the coverage applied
where a third party masked themselves as
an authorized representative, and directed
Medidata’s accounts payable employee
to initiate the electronic bank transfer.
Although the employee willingly pressed
the send button on the bank transfer, the
Court nevertheless found that the employee’s
actions did not transform the bank wire
into a valid transaction, especially where the
transfer also depended upon several high level
employees’ knowledge and consent, which
was only obtained by deception. According
to the Court, the employee would not have
initiated the wire transfer but for the third
parties’ manipulation of emails, and thus,
in the Court’s eyes, the transfer was outside
the organization’s knowledge or consent.
Medidata is currently on appeal.

Conclusion
As alluded to above, the “bad guys” are
becoming more sophisticated. With the
continued increase of business conducted
over the internet or by electronic means,
it is becoming more and more difficult for
untrained and unprepared employees to
spot fraudulent activity or resist the urge to
“help out.” As these “cyber” threats increase
and diversify, proper insurance coverage is
an increasing necessity. As seen from the
discussion, however, many traditional policies
were not intended to cover and do not apply
to these sophisticated “social engineering” or
“phishing” schemes.
Courts have been reluctant to find coverage
under traditional crime, computer fraud, or
similar provisions where insureds are merely
duped into transferring money in response
to an apparent, but fraudulent, email from
a purportedly known third party. Use of a
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computer or email to accomplish a fraud,
by itself, it typically not enough to invoke
coverage under these traditional coverages.
On the other hand, the Medidata court
showed a willingness to find that such losses
“directly result” from “computer fraud”
or use of a computer where the fraudulent



emails themselves were generated or spoofed
using malicious computer code to actually
change or manipulate the data contained
in the email. The proliferation of this type
of increasingly sophisticated fraud surely
requires a case-by-case evaluation. In the
end, although coverage for social engineering

and other email fraud does exist, and can
be purchased, insurers and insureds alike
must evaluate the specific policy provisions
of existing policies to determine whether
these fraudulent transactions are actually or
potentially covered by the existing coverage.
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Outgoing President’s Message:
There’s more to PLUS than you realize!
What a tremendous honor it has been

Pete Herron was the
2017 PLUS President
and PLUS Board Member.
Pete is Vice President of
Private and Non-Profit
Management Liability
for Travelers, bases in
Hartford CT.

for me to be your PLUS President for
the last year. I have thoroughly enjoyed
working with the Board, Executive
Committee, and PLUS staff, as well as
the hundreds of volunteers that make
PLUS work. What a great organization
we all have to represent us in the
professional liability industry. It’s been
another busy year for the entire team at
PLUS, and I want to highlight some of
our accomplishments, as well as look to
our future.
Perhaps the thing that stands out
the most to me is the expansive list
of educational events, networking
opportunities, programs, local chapter
initiatives, and national events that
PLUS offers… I’m not sure that most
members are fully aware of all that
our Society does. Without going into
too much detail on it all, I do want to
highlight a few of the primary items,
and some that are not well known.
The cornerstones of the PLUS calendar
each year are the annual Conference
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and the D&O Symposium. Together
these two events draw more than 2,500
industry professionals to learn about
their craft and their industry. Both are
must attend events, and we continue
to work with the respective chairs of
each to make them even better and
keep them “new” and interesting. I
encourage you to put one, or both, on
your calendar each year to keep current
and connected.
What you may not know about is
the other educational events PLUS
offers that cater to other professional
liability niches: the Healthcare and
Medical PL Symposium (formerly the
Medical PL Symposium) and the Cyber
Symposium. Both include world-class,
independent educational content
and networking opportunities, and
continue to be important initiatives
for PLUS. If you have not attended
either one, you should. I think you will
come away more aware of the issues in
each area of practice, and will also meet
others from these lines of coverage who
can help advance your business.

Some other key educational offerings
from PLUS include:

PLUS University – a two day
introductory course for newer
professionals into our industry. Held
in Chicago each August, PLUS U
utilizes some of the smartest teaching
talent we have in the industry and is a
great way for you to immerse your new
talent into our world.
PLUS Essentials

– the newest
educational offering from PLUS
– an online platform that presents
PLUS’ industry-leading educational
content in an interactive and engaging
format. PLUS essentials is perfect for
new hires and support staff who need a
strong foundation in the basic concepts
of professional liability.

PLUS Webinar Series – In 2017 PLUS

has significantly ramped-up its webinar
series, covering a wide variety of topics
and coverage lines. I encourage you to
check out the upcoming schedule of
webinars on the PLUS website under
the Events tab, and you can always
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watch past webinars on-demand in the
PLUS multimedia library.

RPLU Designation – a rigorous selfstudy designation that goes into great
detail on each coverage within PL.
Candidates must read the eight core
curriculum modules, plus five elective
modules, and pass the corresponding
exams to earn the RPLU designation.
Once earned, learners can continue to
complete five additional modules and
exams to earn the RPLU+ designation.
While the designation is a great
milestone for you to have in your
ongoing career, the knowledge you will
gain from these courses is what makes
them incredibly worthwhile.
Most PLUS members are first exposed
to the organization in their local market,
through the many PLUS Chapter
events offered each year. In 2017 PLUS
hosted more than 70 chapter events
through its 13 chapters across North
America. Chapters are the lifeblood of
PLUS for two main reasons:
1. The tremendous number of
volunteers that help make the
local initiatives great.
2. The fact that more members
attend these local outings vs.
national level events.
I couldn’t be more pleased with what
all the Chapter Chairs and Chapter
Committees are doing to put on quality
events throughout the year. These are
the real grass roots efforts for PLUS
and I want to specifically thank all of
those volunteers who do not always
receive the recognition they deserve for
their time and energy to make PLUS
successful. Thank you.
I also want to highlight PLUS’ Diversity,
Leadership and Mentoring Program…
LAMP. We are on the second wave of
participants for our LAMP program
and I couldn’t be more pleased with
the results. While we cannot change
the entire industry with one program,
we are doing our part to support and
provide opportunities to traditionally
under-represented
individuals
in
PL. Through this program our 15
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participants will complete orientation,
leadership
training,
mentoring
programs, and other industryspecific networking and educational
opportunities that will allow them to
grow and allow us to integrate them
into more of our PLUS initiatives
to have diverse representation and
thought. We feel this isn’t just the right
thing to do but also the smart thing to
do as we all benefit from more diverse
and inclusive employees on our teams
and in our industry. Congratulations
to our entire LAMP participant group.

continue to see PLUS evolve and adapt
as our industry continues to change.

As you can see there is a great deal
that PLUS does presently, but at the
Board level we are also constantly
looking toward the future. In addition
to working on many of the initiatives
discussed above throughout the year,
the Board and staff have also been
busy planning for change within our
industry and within PLUS.

We also continue to evolve our
international event offerings, trying to
find the right geographical spread while
also focusing PLUS resources. As the
PL industry grows across the globe, we
want P LUS to be present in countries
where we can make a difference with the
people and companies that focus on this
discipline. We are currently hosting
or sponsoring events in Hong Kong,
Singapore, England, and Mumbai. We
are also considering events in other
regions of the world. We will continue
to look at opportunities worldwide as
the PL profession grows internationally.

Over the past year PLUS introduced
two task forces to review our Cyber and
Management and Professional Liability
Symposia to help rework these events
so they can be even more successful
in the future. There are a total of 22
volunteers on these two task forces,
led by Chris Keegan (Cyber) and
Ed McNally (MAPL). We are in the
process of implementing the groups’
recommendations as this Journal goes
to print – watch for details in the
coming months. I want to thank all
the volunteers on those two task forces
as they help us continue to evolve and
provide meaningful content to all our
members.
We have also embarked on a Sponsor
Outreach Program, specifically aimed
at gathering feedback from not only our
current member sponsors but also others
in the industry that may not sponsor
PLUS events. We are in the middle
of that Outreach program and have
started to find some common themes
that I know our incoming President,
Debbie Schaffel, and the Board will
incorporate into PLUS programs going
forward. Under Debbie’s direction and
with this feedback, I’m sure you will

Another exciting new project in the
works is the “digitization” of the
RPLU program. We are moving PLUS
Curriculum modules into an on-line
learning tool, allowing learners to review
course material and potentially earn CE
on the modules right from their desks.
This will take several years to complete
the conversion, but we have begun the
process and are investing in the new
platform. You should hear more about
this in the coming months.

As you can see, there is a lot happening
at PLUS! I want to thank everyone for
a tremendous year, we could not have
accomplished everything that we did
without the selfless volunteering from
so many great people. I am honored
to have been your 2017 President and
I know the future for our association
is strong and that we will continue to
deliver industry leading content and
events that help you progress in your
profession. Thank You.
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Breaching the D&O Firewall: The Rise of Cybersecurity

Regulations for Businesses and the Future Effects on D&O Insurance
by Andrew G. Lipton & Laura Schmidt
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and Williams LLP. Her
practice includes
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privacy law, insurance
coverage litigation,
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insurance contract
disputes. Laura can be
reached at schmidtl@
whiteandwilliams.com.

For many D&O insurers, the risk
of exposure posed by cybersecurity
incidents involving their insureds has
been unclear at best. Cybersecurity
incidents, and the corresponding
shareholder claims that follow, pose
unique and challenging coverage issues
under D&O insurance policies. Over
the past several years, shareholder
claimants have had only limited
success with derivative lawsuits
and securities class actions against
companies’ directors and officers after
cybersecurity incidents, such as a data
breach. These defense-friendly case
decisions have shielded D&O insurers
from potentially hefty jury verdicts and
damages – to date.
However, D&O insurers should not get
too comfortable. New developments
have imposed additional responsibilities
on company directors and officers in
the cybersecurity area – most recently
in sweeping regulations promulgated
by the New York State Department
of Financial Services. These new
responsibilities suggest an evolving
standard of care for a corporation’s board
and/or C-Suite officers with respect to
preventing, developing, implementing,
and maintaining cybersecurity policies
and programs to mitigate, detect,
and respond to cyber risks. Armed
with an ever-evolving standard of
care, corporate shareholders may be
able to hold corporations and their
management responsible for flawed
or inadequate cybersecurity decisionmaking, which would inevitably lead
to heightened exposure risks for D&O
insurers in this volatile area. Based on
prior D&O litigation trends, D&O
insurers can expect that even a few
litigation successes will inevitably lead
to an increased rate of litigation by
would-be shareholder plaintiffs.2

Fundamentals of D&O Insurance
The principal purpose of D&O
insurance is to protect the personal assets
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of corporate directors and officers.3
The D&O insurance policy typically
contains three insuring agreements.4 The
“Side A” insuring agreement covers loss
directly incurred by directors and officers
that the corporation is not required or
permitted to pay as indemnification to
the directors and officers.5 The “Side
B” insuring agreement covers loss the
corporation pays, or is required or
permitted to pay, as indemnification
to its directors and officers.6 The ‘Side
C” insuring agreement covers loss
incurred by the corporation itself,
commonly only for securities claims if
the insured is a public corporation.7 At
its core, directors and officers liability is
grounded in corporate decision-making.
The quality and integrity of corporate
decision-making is constantly being
tested by new rules and regulations
governing corporate compliance. Once
a new set of rules enters the C-Suite,
the prospect of loss incurred due to
corporate actions, or lack thereof, crosses
a significant threshold.

Lack of Success from Early
Shareholder Lawsuits
Until recently, courts have been hesitant
to find that directors and officers were
remiss in their fiduciary duties with
respect to preparing for, preventing or
responding to a cybersecurity incident.
For example, in 2016, a Minnesota
federal judge granted motions to dismiss
filed by Target Corporation’s executives,
directors and the board of director’s
special litigation committee after the
special litigation committee issued a
91-page report concluding that Target
should not pursue derivative claims
against officers and directors based
on the company’s 2013 cyber breach
incident,8 which affected approximately
110 million Target customers.9 Had
the court allowed the Target derivative
litigation to move forward, the potential
exposure to Target’s directors and
officers and to Target’s D&O insurers
would have been enormous, given the

magnitude of the data breach.
In another notable D&O case,
shareholders for Wyndham Worldwide
Corporation initiated a shareholder
derivative lawsuit against certain
directors and officers of the company,
relating to three cyber breaches that
the company suffered between April
2008 and January 2010.10 After an
investigation was commenced by the
Federal Trade Commission, a Wyndham
shareholder issued a letter to the board
of directors of Wyndham demanding
that a lawsuit be commenced against
the board for its allegedly inept data
security practices.11 In the complaint,
the plaintiff shareholder alleged the
company and its subsidiaries failed
to take reasonable steps to protect
customers’ personal and financial
information in a secure manner, and
failed to timely disclose the cyber
breaches in the Company’s financial
filings.12 The plaintiff further alleged
that the defendants’ failure to protect
against cyber breaches severely damaged
the company and its reputation and
resulted in an enforcement action by
the FTC.13 After reviewing the demand
(and other similar demands which were
issued by other shareholders), the board
had decided not to bring the lawsuit
because it judged that the demand was
not “well-grounded.”14
The Court, applying Delaware law,
granted the defendants’ motion to
dismiss, concluding that the board’s
refusal to pursue the plaintiff’s demand
for a lawsuit was a good-faith exercise
of business judgment made after a
reasonable investigation.15 The court
concluded that due to the “ample
information” the board had at its
disposal when it rejected the derivative
plaintiff’s demand, and the “numerous
steps” the board took to familiarize
itself with the subject, the plaintiff
had failed to make a showing that
the board’s investigation of the cyber
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security incidents was unreasonably
designed or conducted.16 In particular,
the court noted that between 2008 and
2012, the Wyndham board engaged in
discussions about cyber security and
proposed security enhancements at
fourteen separate board meetings, and
had hired various technology firms to
investigate the breaches and provide
recommendations
for
enhancing
the company’s security. The board
implemented those recommendations.17
The Court agreed with the board’s
stated reasons for demand refusal,
namely that commencing a suit would
impair Wyndham’s ability to defend
against the FTC suit. Thus, the court
concluded that Wyndham’s board “had
a firm grasp of Plaintiff’s demand when
it determined that pursuing it was not
in the corporation’s best interest.”18

Settlements and the Rise of
Regulations: A Standard of Care
Begins to Take Shape
While the shareholders in the Target
and Wyndham suits were unsuccessful
in successfully pleading shareholder
derivative complaints, D&O insurers
already have paid substantial defense
costs associated with these unsuccessful
derivative claims. Additionally, insurers
should anticipate the potential for
coverage of future settlements of D&O
cases involving cybersecurity issues
in light of more rigorous regulatory
standards that companies are expected
to adopt.
For example, the Securities and
Exchange Commission and the
New York Department of Financial
Services have both announced their
intentions to hold directors and
officers to a responsible standard
when it comes to preventing
and responding to cybersecurity
incidents.
In the SEC’s Examination Priorities,
published on January 12, 2017,
the SEC warned publicly traded
companies that it will be investigating
cybersecurity practices with higher
scrutiny.19 Specifically, the SEC states
that “[i]n 2017, we will continue our
initiative to examine for cybersecurity
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compliance procedures and controls,
including testing and implementation
of those procedures and controls.”20
In early 2017, the New York State
Department of Financial Services
(“NYDFS”) enacted game-changing
regulations which establish new
standards for corporate cybersecurity
practices.21 The rules, which went into
effect on March 1, 2017, apply to any
person operating under or required to
operate under a license, registration,
charter, certificate, permit, accreditation
or similar authorization under the
Banking Law, the Insurance Law or
the Financial Services Law.22 Under
the NYDFS regulations, companies
regulated by NYDFS are required
to establish a cybersecurity policy,
maintain a cybersecurity program,
and designate a Chief Information
Security Officer (CISO) responsible
for overseeing and implementing the
cybersecurity program and enforcing
the cybersecurity policy.23 The NYDFS
regulations require the company’s CISO
to report, in writing at least, annually to
the Covered Entity's board of directors
or equivalent governing body on the
company’s cybersecurity program and
material risks.24
However, the most significant parts of
the NYDFS cybersecurity regulations
for D&O insurers are the requirements
imposed on “Senior Officers,” defined
as individuals responsible for the
management, operations, security,
information systems, compliance and/
or risk. Senior officers or the Company’s
board of directors must approve the
written cybersecurity policies and
procedures developed by the company.25
Additionally, senior officers must certify
on an annual basis compliance with the
NYDFS requirements.26
These regulations are designed to
shift the burden of cybersecurity
prevention, detection and response to
the private sector as a matter of public
policy.27 This dynamic shift arguably
adds weight to the level of scrutiny
that will be applied to corporations
and their management who do not
comply with these regulations.28 As
described in the introduction of the

NYDFS cybersecurity statute, “[s]
enior management must take this
issue seriously and be responsible
for the organization’s cybersecurity
program…A
regulated
entity’s
cybersecurity program must ensure the
safety and soundness of the institution
and protect its customers. It is critical
for all regulated institutions that have
not yet done so to move swiftly and
urgently to adopt a cybersecurity
program.”29
In addition to these regulations, the
increase in data breach litigation and
recent high profile settlements have
further fleshed out the responsibilities
of corporate management.
For
example, in August 2015, shareholders
filed a derivative complaint against
Home Depot alleging that certain
directors and officers failed to institute
internal controls sufficient to oversee
the risks that Home Depot faced in
the event of a data breach.30 The court
ultimately sided with Home Depot’s
board of directors, concluding that
while in hindsight Home Depot’s
implementation of a data security plan
was too slow, the plan would not have
fixed all of Home Depot’s security
issues. A corporate director’s decisions
need only be reasonable, not perfect.31
While an appeal of the dismissal
was pending, the parties reached a
settlement. Pursuant to the settlement
agreement, Home Depot agreed to
adopt certain cyber-security related
corporate governance reforms, which
would require Home Depot’s board of
directors, in part, to:
• document the duties and
responsibilities of the Chief
Information Security Officer
(“CISO”);
• periodically conduct table-top
cybersecurity exercises;
• monitor and periodically assess
key indicators of compromise on
computer network endpoints;
• maintain and periodically assess
the company’s partnership with a
dark web mining service to search
for confidential Home Depot
information;
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• maintain an executive-level committee
focused on the company’s data security;
• receive periodic reports from management
regarding the amount of the company’s
IT budget and what percentage of the
IT budget was spent on cybersecurity
measures;
• maintain an Incident Response Team and
an Incident Response Plan;
• maintain membership in at least one
Information Sharing and Analysis Center
(“ISAC”) or Information Sharing and
Analysis Organization (“ISAO”); and
• retain their own IT, data and security
experts and consultants as deemed
necessary.32
In the motion before the court to approve
the settlement, the plaintiffs asserted that
these corporate governance reforms provided
“clear roles and responsibilities over data
security” and called for Home Depot to
“proactively monitor external sources,
share information about potential threats
and maintain a response plan, all of which
increases accountability and oversight over
the Company’s data security systems.”33



Home Depot’s settlement is significant for
D&O coverage for two reasons. First, the
settlement identifies clear practices and
policies that directors and officers are likely
to implement to respond to a data breach.
As more of these settlement agreements
are hashed out, a clearer picture will form
regarding the standard of care that directors
and officers will be held to when preventing
and/or responding to a data breach. Second,
the Home Depot settlement raises the
question of whether the adoption of a
heightened compliance regime as part of
a settlement creates coverage or funding
obligations under a D&O insurance policy.

Takeaways: The Nature of Cyber Risk
Assessment for D&O Underwriters Must
Evolve

potentially implicated D&O exposure. Going
forward, it can be expected that the NYDFS
cybersecurity regulations (and similar state and
federal regulations which may follow) will act
to un-blur these lines by delineating specific
prevention, detection and response duties for
corporate management. This development
will effectively place a corporation’s D&O
insurance program directly in the cross-hairs
when corporate management fails to live up
to those heightened duties. For every cyber
loss a corporate insured is exposed to, the
inquiry will immediately turn to whether
the board or C-Suite of that corporation
insured adequately complied with the given
cybersecurity regulations. D&O insurers
should be forewarned.

Cases similar to Wyndham and Home Depot
will become more commonplace as the nature
and severity of cyber risk evolves. However,
D&O underwriters can no longer rely on the
relative inexperience of courts, or the lack of
controlling precedent, to assess the level of risk
a certain insured poses due to the possibility
of cyberattacks. Previously, as exhibited by the
courts’ reasoning in these cases, cyber losses only
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The requirement to provide notice
of “Claims” in claims-made policies
are well understood and have been
the subject of much caselaw and
commentary. Claims-made policies
typically afford coverage only for
Claims (as that term is defined) first
made during their policy periods, and
then only if those Claims are noticed
during (or shortly after) that policy
period. Claims-made policies also
typically include provisions that permit
policyholders to provide a notice during
the policy period of circumstances that
might lead to a Claim, which if effective
and subject to the terms of the policy,
may bring future Claims tied to that
notice within the claims-made period.
These provisions are often invoked
but have received comparatively less
attention. The recent decision in First
Horizon National Corp. v. Houston
Casualty Co., No. 15-CV-2235-SHLdkv, 2017 WL 2954716 (W.D. Tenn.
June 23, 2017), provides a useful case
study and jumping off point to discuss
the typical requirements of these
provisions and the pitfalls that may
befall those who either misunderstand
or attempt to misuse them.

Notice of Potential Claim
Provisions
In claims-made policies, coverage is
usually triggered where a Claim is both
made and reported during the applicable
policy period (or shortly thereafter),
regardless of when the alleged conduct
occurred.1 If the notice requirement is
not satisfied, coverage is not triggered.
Many claims-made policies, however,
include a second notice provision that
permits the policyholder to provide
notice of potential claims—that is,
circumstances that have not yet resulted
in a Claim against the policyholder, but
for which a Claim might be reasonably
expected in the future. This provision
is typically referred to as a “notice of
circumstances” or “notice of potential
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claim” provision.

The First Horizon Case

Policyholders frequently characterize
notice of potential claim provisions as
“optional”—but that is accurate only
in one sense. One court explained this
distinction as follows:

Although the First Horizon case
involved a number of coverage issues,
the court’s decision focused on the
adequacy of a notice of potential
claim provided by the insured. In
the course of a False Claims Act
investigation, representatives from the
U.S. Department of Justice (“DOJ”)
met with representatives of the insured
bank. At that meeting, the DOJ made
a presentation that outlined “theoretical
damages and penalties” north of $1.19
billion that could be imposed on the
bank pursuant to the False Claims Act.4
The written presentation deck was then
emailed to the bank immediately after
it was made. After the presentation,
the bank’s E&O insurers issued renewal
policies to the bank, though they were
not informed of the existence of the
written presentation until long after the
policies were issued. In the next year,
the investigation continued. About a
year after the presentation, the DOJ
made a settlement offer to the bank
offering to release the bank in exchange
for the payment of $610 million.5

In one sense, [these provisions
are optional]; an insured
need not make the disclosure,
though the consequence would
be that no coverage would
be afforded if a claim is first
brought after the expiration
of the policy for a undisclosed
wrongful act first brought to
the insured’s attention during
the policy period. In another
sense though, the disclosure
is mandatory; if the insured
wants coverage for claims first
made after the expiration of the
policy, the insured must make
the disclosure.2
In other words, the insured may have
the option of submitting the notice or
not, but if it wants to take advantage of
the benefits, it must comply with the
policy’s requirements strictly.
Notice of potential claim provisions
benefit the insured by permitting the
insured potentially to obtain coverage
for otherwise covered Claims first made
after a policy expires. These provisions
also provide a benefit to insurers, in that
they allow the insurer to obtain more
information about potential claims,
and limit exposures tied to such notices
in one claims-made policy period, thus
attaining greater certainty in the risk
underwriting process. These benefits
are only available, however, if the
policyholder complies with the policy’s
express requirements, which typically
means that the notice of potential
claim must be both timely and include
sufficient specificity before an actual
Claim is made.3

The policies at issue in the First Horizon
case permitted, but did not require, the
bank to submit a notice of potential
claim.6 However, the bank chose not
to submit a notice of potential claim
during the policy period in which it
received the DOJ presentation alleging
in excess of $1.19 billion in theoretical
damages and penalties. Rather, the
bank chose to submit its notice during
the subsequent policy period following
the $610 million settlement offer.
Even then, the bank inexplicably did
not provide any information about
the DOJ’s presentation made during
the prior year or the $610 million
settlement offer in the notice submitted
to its insurers.7 Instead, the bank’s
notice of potential claim merely said
that the investigation “could lead to
a demand or claim under the federal
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False Claims Act,” that the bank
was “not able to predict the eventual
outcome of this matter,” and that the
bank was unable to “estimate a range of
reasonably possible loss.”8
The bank then settled with the DOJ
during the following policy period
and sought coverage for the settlement
under the policies in place at the time
of the notice of potential claim. The
First Horizon court held that the bank
was not entitled to coverage because the
notice of potential claim was defective
for three separate and independent
reasons.
The court’s reasoning is
useful because it demonstrates the
three central potential defects of which
policyholders need to be aware when
submitting notices of potential claims.

A Notice of Potential Claim Must
Be Timely
The First Horizon case illustrates the
perils of waiting too long to provide
a notice of potential claim. The court
held that while the DOJ presentation
did not “quite” constitute a Claim
under the policy language at issue, it
clearly gave the insured a reasonable
expectation that a Claim might be
made in the future.9 Under the
language in the First Horizon policy, as
well as in most claims-made policies,
a notice of potential claim is timely
only if furnished during the policy
period when the insured first learns of
circumstances that might reasonably be
expected to give rise to a Claim under the
policy.10 Under such policy language,
the standard is objective and an insured
is not permitted to unilaterally declare
when it subjectively expected a claim in
order to trigger coverage in the policy
period of its choosing. The insured’s
notice of potential claim furnished in
a later period was untimely and invalid.
Some policyholder advocates have
argued that the question of when to
provide a notice of potential claim is
a “strategic decision” that should be
made with the policyholder’s coverage
counsel. As the First Horizon case
illustrates, such attempts at strategic
manipulation of coverage may backfire.
That a notice of potential claim may be
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“optional” in one sense does not permit
the insured to “game” the policy period
in which to provide the notice. Rather,
if a policyholder intends to provide
such a notice, policy language generally
requires that the notice be provided as
soon as the policyholder knows of facts
or circumstances that might reasonably
be expected to lead to a claim.

A Notice of Potential Claim Must
Be Sufficiently Detailed
The First Horizon court also held that
the insured’s notice of potential claim
was insufficiently specific. Sufficient
specificity is essential to a notice of
potential claim.11 The decision in
Sigma Financial Corp. v. American
International Specialty Lines Insurance
Co.—relied on by the First Horizon
court—described the reasons for this
requirement as follows:
Relaxing the notice requirement,
allowing coverage to be
triggered by broadly phrased,
innocuous, or non-specific
statements, would permit an
unbargained-for expansion of
the policy, undermining the key
distinguishing characteristic of
a claims made policy—reduced
exposure for the insurer and
lower premiums for the insured.
. . . [P]ermitting broadly phrased
notice . . . would result in a
situation where the [insureds]
would be better served to
disguise potential claims so
that they would be covered by
insurance well into the future
while not drawing attention
to conduct that might increase
future premiums, or terminate
coverage altogether.12
Many courts have used similar logic
to reject broad or vague notices of
potential claims.13 As these courts note,
policyholders may have a “perverse
incentive” to provide a broad and vague
notice of potential claim in an effort
to obtain the benefits of the provision
without providing the insurer sufficient
information to analyze the potential
implications.14
The notice of circumstances in the

First Horizon case was held to be
insufficiently specific because it
lacked “full particulars” about the
investigation—in particular, it lacked
any information whatsoever about the
DOJ presentation or the $610 million
settlement offer.15 In so holding, the
court described the notice as both
“broad” and “non-specific.”16 The bank
may well have had a “perverse incentive”
to submit a notice of circumstances that
was “broad” and “non-specific” in order
to avoid disclosing conduct that might
have increased its premiums in renewal
policies, or which might have caused
its insurers to not issue renewal policies
altogether.17 The First Horizon court’s
ruling guards against such incentives
by invalidating the bank’s notice of
potential claim.

A Notice of Potential Claim is not a
Substitute for a Notice of Claim
Finally, providing a notice of
circumstances does not relieve an
insured of its separate contractual
“oblig[ation] to provide notice of
the actual claim when it ar[ises].”18
Whether a Claim has been made is “an
objective question, not dependent on
a subjective analysis which takes into
account the belief ot the Insured.”19
If a Claim is made, the insured must
provide timely notice of the claim in
compliance with the specificity required
under the applicable policy.20 Failure
to provide timely notice with sufficient
specificity is dispositive because
“the notice provision of a ‘claims
made’ insurance policy is essential to
coverage, effectively defining coverage.
. . .”21 Courts routinely recognize that
relaxing Claim notice requirements
would undermine the public policy
benefits that claims made policies offer
to insurers and insureds alike. As such,
an insured that strategically decides to
take a narrow view of what constitutes
a Claim risks losing coverage if a court
disagrees with its analysis.
The court in First Horizon held that
the $610 million written settlement
proposal constituted a “Claim” as
defined by the insurance policies at
issue.22 While the insured provided a
notice of a potential claim in the policy
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period shortly after the settlement
demand was made, it failed to provide
notice of the actual Claim—even
though the Claim had been made a
month before the insured sent the
notice of potential claim. For this
reason as well, First Horizon’s coverage
claim failed.23

Lessons Learned: Providing a
Sufficiently Detailed Notice in the
Correct Policy Period
What lessons can be learned from
the bank’s ill-advised strategy in First
Horizon? Policyholders would benefit
from doing what the bank in First
Horizon failed to do:
• First, if the bank wanted to
reap the benefits of the notice
of potential claim provision, it
should have provided its notice
much earlier—certainly no
later than the date it received
a presentation outlining $1.19
billion in potential damages.
Even if the bank’s officers
subjectively believed that the
DOJ ultimately would drop the



matter without seeking relief –
which seems implausible – it
should have recognized that a
reasonable insured in its position
would have anticipated that a
Claim might arise. There is no
penalty for telling the insurer
more rather than less.
• Second, the bank should have
complied with the requirement
to provide the facts, along with
full particulars, that purportedly
caused it to submit the notice of
potential claim. At minimum,
it should have told its insurers
about the DOJ’s billiondollar presentation and $610
million settlement demand.
Any reasonable insured would
recognize that those facts would
set the lowest bar for complying
with the notice of potential
claim provision.
• Finally, even if it was unsure
whether the DOJ presentation
or the $610 million settlement
demand constituted a claim
under the policy, it should

have provided the insurers with
notice of a “Claim”. The notice
of circumstances was not an
acceptable substitute, especially
given that it did not mention
the DOJ presentation, the $610
million settlement demand,
or other key documents
and developments in the
investigation. At least from an
insurance perspective, there is
no downside to erring on the
side of more fulsome notice,
but strategically limiting the
information included in the
notice can, as here, result in a
determination of no coverage.
In short, the lesson to be learned is
that policyholders should cooperate
with their insurers by providing all of
the relevant detail that it would expect
an insurer to expect to be told, and at
the very least all of the critical facts that
it deemed relevant to its provision of
the notice in the first place. Hiding
or attempting to obscure material
information from your insurers has no
legitimate upside in this context.
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Since passage of the Dodd Frank Wall
Street Reform and Consumer Protection
Act in 2010, the momentum has been
towards adoption of a uniform fiduciary
standard for all financial advisers,
whether registered representatives or
registered investment advisers. In 2016,
The Department of Labor (“DOL”),
under President Obama, proposed
a series of rules and regulations,
published in the federal register, to
impose a fiduciary standard upon
financial advisers giving investment
advice to retirement investors, primarily
in individual retirement accounts.
These new regulations were intended
to eliminate conflicts of interest in
financial advice to IRA investors by
implementing
impartial
conduct
and disclosure standards. The DOL
fiduciary regulations were prompted in
part by a perception -- fueled by years
of class action litigation and investor
activism -- that retirement commissions
and fees often benefited advisers more
than investors. As former Secretary
of Labor Thomas Perez explained, the
DOL Fiduciary Rule “boils down to
a very simple concept: If someone is
paid to give you retirement investment
advice, that person should be working in
your best interest.”1
On February 3, 2017, President Trump
issued a memorandum directing the
DOL to undertake a review of the
proposed fiduciary rule to ascertain
“whether it may adversely affect the
ability of Americans to gain access to
retirement information and financial
advice.”2 President Trump specifically
directed the DOL to investigate
whether the fiduciary duty rule was
likely to harm investors by reducing
their access to retirement savings
offerings and whether it was likely to
give rise to unnecessary litigation, the
cost of which might be passed on to
consumers.
On May 22, 2017, Labor Secretary
Alexander Acosta announced that
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the DOL would institute partial
implementation of the fiduciary rule on
June 9, 2017 “with full implementation
on January 1, 2018.”3 The DOL
announced that certain parts of its
regulations would go into effect on
June 9, while other regulations would
be delayed, pending further study and
review, “as directed by the President,”
until January 1, 2018. What went into
effect on June 9 was implementation of
impartial conduct standards requiring
financial advisers to act as fiduciaries
in the best interest of IRA customers.
These standards require retirement
advisers to exercise reasonable prudence,
defined as the care, skill, prudence and
diligence that a prudent person would
use in giving retirement advice, based on
the investment objectives, risk tolerance,
financial circumstances and needs of
the retirement investor. In addition,
the impartial conduct standard requires
advisers to act in the best interests of
their IRA customers, rather than those
of the adviser or firm, to charge no more
than reasonable compensation, and to
abstain from misleading statements
about the investment transaction,
compensation and conflicts of interest.
Deferred until at least January 1, 2018
(and possibly indefinitely, depending on
the DOL’s review), are implementation
of the documentation required by the
DOL best interest contract exemption,
which requires disclosures and
written contracts for advisers who are
compensated by commission or any
basis other than a level fee. On August
9, the DOL proposed pushing back
the January 2018 compliance deadline
by eighteen months, until July 2019.4
Thus, it is likely that the best interest
contract exemption will be delayed for
two years, if not indefinitely.
Notably absent from the movement
towards a uniform fiduciary standard
was the Securities and Exchange
Commission, which had issued a report
in 2011 recommending such a standard,

but has not promulgated its own rules
over the ensuing six years. The Trump
Administration and Congress have
expressed opposition to the fiduciary
rule. To put it mildly, the current state
of adviser regulation is unsettled and
inchoate.
This article will briefly analyze the
impartial conduct and disclosure
requirements set forth in the DOL’s
fiduciary regulations, and consider
their potential implication for future
litigation and arbitration claims,
should the rules be fully adopted. In so
doing, the author does not venture any
option on the merits or likely success
of any potential future arbitration or
litigation claims. Moreover, given the
unsettled nature of the regulations,
which are under review by the DOL,
many of the predictions in this article
are by nature speculative.

Status Of Uniform Fiduciary Rule
and Best Interest Contract
Exemption
As mentioned, the retirement services
industry is currently in a transition
period, in which the DOL impartial
conduct standards are in effect, but
compliance with the DOL best interest
contract exemption has been held in
abeyance, pending further studies
and review, until January 1, 2018, and
potentially later.
Historically, registered representatives
have not been held to a fiduciary standard
unless they charge a level fee or have
written discretion to manage customers’
funds. A registered representative who
receives only commissions had been
held to a mere negligence standard,
whereas an adviser who charges a level
percentage advisory fee was traditionally
held to a fiduciary standard.5 Moreover,
securities arbitrations have been generally
governed by the FINRA “know your
customer” rule, which requires only that
an adviser have a reasonable basis, viewed
at the time of the recommendation, for
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making a recommendation.6 Under existing
FINRA rules, there is no explicit obligation for
a commission-based broker to act as a fiduciary
or otherwise place the customer’s interests
before those of the adviser herself.
Those principles changed for retirement
accounts on June 9, 2017, with the
implementation of the impartial conduct
regulation. Regardless of whether brokers
and firms are ultimately required to execute
contracts and make written disclosures under
the best interest contract exemption, retirement
advisers are now fiduciaries, may not charge
unnecessary fees and must avoid conflicts of
interest.
Impartial conduct requirements are imposed
by the regulations upon all retirement
advisers, regardless of compensation. Level-fee
fiduciaries, by definition, are compensated with
a percentage of assets under management, and
are subject to the Impartial Conduct Standards
of Section II (e). (See § II (h)(2); 81 Fed. Reg.
No. 132 at 44778). Additional requirements
in Section II of the regulations apply to
commission-based advisers who ultimately
seek to utilize the Best Interest Contract
exemption.7 According to the DOL, “Financial
Institutions and Advisers seeking to rely on the
[BIC] exemption must adhere to Impartial
Conduct Standards in rendering advice
regarding retirement investments.”8 These
standards, which went into effect on June 9,
require financial institutions and their advisers
affirmatively to undertake the following when
invoking the Best Interest Contract Exemption
for retirement accounts: 1) provide competent
advice in the best interest of the retirement
investor; 2) charge reasonable compensation;
and 3) eschew misrepresentations. In addition,
the financial institution must warrant that it
has adopted written policies and procedures
designed to ensure that its advisers comply with
the impartial conduct standard, to winnow
out and disclose any conflicts of interest and
to avoid quotas, bonuses or other production
goals or rewards which might create incentives
contrary to the investors’ best interests.9
While level-fee and BIC advisers must both
adhere to the impartial conduct standards for
retirement accounts, additional requirements
may ultimately be imposed on the latter.
Deferred until at least January 1, 2018 –
and potentially as late as July 2019–are
implementation of sections (a) and (e) of Part
II, which require preparation of written best
interest contracts and disclosure to retirement
investors promising, in writing, to adhere to the
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fiduciary standard.
Thus, Section II (a) of the new regulations
purports to require the firm and advisers
to enter into contracts with IRA investors
providing for implementation of fiduciary
standards for commission-based compensation.
The DOL regulations provide that: “The
contract must be enforceable against the
financial institution.”10
This contract can
be freestanding or else incorporated into the
advisory firm’s existing customer agreement or
new account application.
The 2016 DOL fiduciary regulations posit that
the written best interest contract should:
1.

state the best interest standard;

2.

describe material conflicts of
interest, and disclose fees or charges;

3.

notify the investor of his right
to obtain copies of the financial
institution’s policies and procedures;

4.

provide a link to the financial
institution’s web site;

5.

disclose any proprietary product or
third party payment in connection
with the recommended investment;

6.

provide contact information for a
representative to discuss concerns
about advice;

7.

describe whether or not the financial
institution and adviser will monitor
the investments on an ongoing
basis.11

In addition, the firm would be required to
maintain a website disclosing its business
model, conflicts of interest, a schedule of
typical account or contract fees, a model
contract, and a description of the firm’s policies
and procedures.
A streamlined condition applies to ERISA
plans and level-fee fiduciaries in Section II (h)
by which they simply affirm their fiduciary
status in writing and agree to comply with the
impartial conduct standards. Bank networking
arrangements must only comply with the
impartial conduct standards.
While, as mentioned, there is a great deal of
uncertainty about the regulatory landscape,
and which, if any, regulations will still be in
effect when the dust settles in January 2018 or
July 2019, the securities industry has already
devoted significant resources to implementing
the fiduciary rule. Industry representatives
have reported that most firms, particularly

larger broker-dealers, are pressing forward
with implementation of the fiduciary rule for
a variety of reasons. Some firms have already
devoted significant resources in terms of money
and personnel to designing and implementing
compliance procedures under the rule; other
firms believe it is simply good business to
comply with the DOL fiduciary rule and, in any
event, consistent with the firm’s advertisements
to the investing public.12
Several U.S. District courts have upheld the
DOL fiduciary rules against a challenge by
industry litigants, including the Chamber
of Commerce, which had sought to enjoin
enforcement of the regulations on the grounds
that they would have imposed an undue burden
on the securities industry.13 The court noted in
its opinion that the DOL had agreed to delay
regulatory enforcement actions under the rules.

Investment Advisers
The new DOL fiduciary rule is unlikely to have
a significant impact on level-fee fiduciaries, who
charge management fees based on assets under
management rather than commissions. Levelfee advisers are exempted from the requirements
of most provisions of the SEC best interest
contract rule, specifically Sections II (a) (b) (e)
(f) (g), III and V, and are not required to enter
into best interest contracts. Rather, level-fee
fiduciaries must simply furnish investors with
written acknowledgement of their fiduciary
status, and comply with the impartial conduct
standard of Section II (c) of the regulations,
which, as discussed above, requires acting in
the investor’s best interest, charging reasonable
compensation, and avoiding misleading
statements – standards which are already in
effect under existing law. The primary new
requirement for level-fee fiduciaries under
Section II (a) is that the financial institution
document specifies reasons to justify a
recommendation to rollover an ERISA plan
to an IRA.14 According to the DOL, “This
documentation must include consideration of
the retirement investor’s alternative to a rollover,
including leaving the money in his/her current
employer’s plan, if permitted, and must take
into account the fees and expenses associated
with both the plan and the IRA . . .”15 Thus,
an adviser recommending the rollover of an
ERISA plan into an IRA must be prepared to
document and justify the reasons for the move
in the best interest of the customer.

Grandfathered Exemption
Section VII of the DOL regulations provides
an exemption for pre-existing transactions.16
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This exemption permits advisers and financial
institutions to charge commissions and 12b1 fees in connection with the purchase, sale,
exchange or holding of securities acquired
prior to the June 9 applicability date. These
grandfathered retirement transactions are
exempted from the regulations provided
that they meet the following conditions: 1)
compensation is received pursuant to a preexisting, current agreement; 2) the transaction
is not otherwise prohibited pursuant to
ERISA; 3) compensation is not connected to
a fresh investment; 4) the compensation is not
unreasonable. Any investment recommendation
made after the June 9th applicability date must
comply with the duty of care and diligence set
forth elsewhere in the regulations.

Anticipated Impact on Litigation and
Arbitration Under the DOL Fiduciary Rule
Given the uncertainty regarding the ultimate
status of the DOL regulations, their delayed
effective date and the possible role of the SEC,
it is a daunting task to predict the effect that
the fiduciary standard may have on future
litigation and arbitration. Nonetheless, some
speculations seem more plausible than others.

advisers to engage in active trading in order
to meet the bonus or quota objective.21 The
DOL also has invited scrutiny of commission
compensation grids by which there are
significant jumps from one grid to the next.
The lure of a significant bonus, according to the
DOL, could give rise to a conflict of interest.

customer, the adviser’s recommendation had
a reasonable basis. Now, with the advent of
the fiduciary standard, these claims would
be harder to defend, and the existence of
alternative reasonable investments may be used
to argue that the recommended product was
not in the customer’s best interest.

The DOL notes that a retirement fund rollover
from an ERISA account to a fee-based account
could be subject to scrutiny, and possibly an
investor claim, if the additional fee, even if a
level advisory fee, does not result in significant
benefit to the investor. The DOL has further
warned of the possibility of reverse churning,
by which an investor with a buy and hold
strategy undertakes no transactions in the IRA,
yet is charged an annual management fee by
the advisor for doing essentially no work at
all. These sorts of claims could also result in
litigation or arbitration.

Similarly, experienced defense lawyers
frequently point to the customer’s sophistication,
investment experience, and financial acumen,
arguing that the customer understood the risk
and cost of the investment, and should assume
responsibility for any losses in the account.
These defenses could prove harder to sustain in
the new environment, as a fiduciary is expected
to give beneficial advice in the best interests of
even the most sophisticated investor.

There are various other potential claims that
could be brought under the DOL fiduciary
rule.
One consumer advocate predicts
“that enforceable contract provides a hook
for litigation.”22 In addition, as the DOL
has suggested in its FAQs, an adviser held
to the fiduciary standards has a continuing
duty to monitor retirement accounts, and
to advise customers when to make a move in
existing holdings. This represents a departure
from previous FINRA regulations and
from the Second Circuit’s 2006 decision in
DiKwiatkowsky v. Bear Sterns, which held
that a broker compensated on a commission
basis was not a fiduciary and did not have an
ongoing duty to monitor or advise sophisticated
customers about existing investments.23

By its very nature, the DOL fiduciary rule is
intended to eliminate conflicts of interest,
increase the scrutiny of financial advisers
and give rise to breach of contract claims
for violation of the best interest contract
exemption. Thus, to the extent that the DOL
fiduciary regulations are fully implemented,
they can be expected to result in an increase in
claims, both quantitatively and qualitatively.17
With or without the BIC contract exemption,
the DOL rules are likely to foment additional
litigation, and to increase claimants’ arbitration
victory rates from their current lackluster rate
of approximately 40%.18 While the merits
and ultimate success of future litigation are
speculative and difficult to predict, it does seem
likely that it will be expensive to defend.

FINRA arbitrations are likely to see a substantial
uptick in customer claims. Of course, FINRA
touts itself as a forum of equity, and FINRA
arbitrators are taught in their training materials
that they are not required strictly to follow the
law in making their decisions.24

These obligations, as explicated in more detail
in the DOL 2016 Frequently Asked Questions,
are likely to result in more litigation and
arbitration, and more success by customers
in those proceedings.19 These FAQs explain a
number of different issues that may be raised
under the DOL fiduciary rule. For example,
as the DOL explained in 2016, firms must be
careful to avoid conflicts of interest in their
compensation structure.20 The DOL FAQ
point out that substantial forgivable promissory
notes or other bonuses which reward brokers
for hitting large commission goals or quotas
could create an “acute conflict” by incentivizing

Nonetheless, with or without the best interest
contract exemption, the impartial conduct
standards are likely to have a significant
impact on FINRA arbitrations, and represent
an important tool in the hand of skilled
claimants’ lawyers. Under existing FINRA
standards, a customer must show, in the event
of a suitability claim, that the recommendation
lacked a reasonable basis in light of the
investment objectives, securities holdings and
risk tolerance of the customer. Conversely,
an adviser may defend an arbitration claim
by arguing that while he may or may not
have recommended the best product for the
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Also, claimants’ lawyers can be expected to
launch new and creative attacks based on
alternative or conflicted fee structures, and
proprietary house products are likely to undergo
even more scrutiny with the impetus of the new
fiduciary rules.
There might be a spillover effect in hybrid
arbitration claims, which include, as is often
the case, claims from both qualified and nonqualified accounts. A claimant’s lawyer who
seeks relief with respect to both qualified and
non-qualified accounts is likely to argue that
the same fiduciary standards should apply to
both, and it is difficult to imagine an arbitrator
applying different standards to two accounts
managed by the same adviser, particularly
in situations in which the alleged conduct is
similar.
Also, the duty to avoid misrepresentations is
imposed upon advisers under the impartial
conduct rule. Claimants’ counsel might argue
that this duty should be applied regardless of
intent or scienter and could result in liability
to advisers who negligently or inadvertently
convey incorrect information. Thus, advisers
and firms could be subject to claims -- whether
meritorious or not -- arising from an error or
omission in a prospectus or private placement
memorandum that they are not even aware of,
or of a commission or charge not beneficial to
the investor.
While most customer complaints are
adjudicated in FINRA arbitrations, some are
still litigated in court for a variety of reasons.
The advent of the uniform fiduciary standard
could complicate traditional court litigation
where, contrary to the practice in FINRA
arbitrations, judges are not reluctant to apply
the law, and losing parties have the right to
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appeal. Application of the fiduciary standard
is likely to make it more difficult for financial
institutions to prevail on some summary
judgment motions or motions to dismiss in
court inasmuch as compliance with a fiduciary
standard imparts a higher duty which is more
likely to be fact-intensive.
Finally, as if the foregoing were not sufficiently
complex and unsettled, the securities industry
continues to await action by the SEC, which was
specifically invited by Labor Secretary Acosta
to participate in the rule-making process. In
his Wall Street Journal article, Secretary Acosta
wrote that: “Under the Obama administration,
the Securities and Exchange Commission
declined to move forward in the rule-making.
Yet the SEC has critical expertise in this area.
I hope in this administration the SEC will be
a full participant.”25 The SEC has accepted
Acosta’s invitation and re-opened its 2013
request for comments on uniform fiduciary
standards, which it was directed to study in
the 2010 Dodd-Frank Wall Street Reform
Act. A decision by the SEC to adopt a uniform
fiduciary standard for advisers could tip the
scale towards that result or even possibly take



an issue out of DOL’s hands. Conversely, an
abstention by the SEC could hand the field over
to the DOL.

Conclusion
There is considerable uncertainty during the
transition period pending DOL review of
the Obama-era fiduciary rules for retirement
accounts. During this period, advisers who do
not receive level-fee compensation are held to the
DOL impartial conduct standard for retirement
accounts, but are not required to enter into
best interest contracts for commission-based
compensation. Under these impartial conduct
standards, advisers are required to make
recommendations in the retirement investor’s
best interest, charge reasonable compensation,
and avoid misleading statements. Additional
requirements, including the proposed best
interest contract requirement, and web-based
disclosure are deferred to at least January 2018
and are under review by the DOL. Moreover,
the DOL, at the time of writing, has proposed
delaying full implementation of the fiduciary
rule another 18 months, to July 2019. An
additional wildcard, as if one was needed,

In the interim, the DOL impartial conduct
standards are likely to result in more litigation
and arbitration, and a higher success rate for
investors’ representatives. If and when the
BIC exception goes into effect, these claims
will include breach of contract. Even under
the impartial conduct standards in effect
now, these additional claims may include
and be based upon a variety of theories,
including, (a) “reverse churning” in which
fee-based accounts are utilized for low-activity
customers; (b) failure to properly document a
rollover from an ERISA account to a fee-based
IRA; (c) firm compensation based on quotas
and bonuses which create incentives contrary
to the customer’s interest; (d) compensation
grids which incentivize advisers to engage in
more active trading; (e) purchase of class A
mutual funds or other securities with front-end
commissions which are subsequently moved
into an advisory account.
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An Uber-Style App for Lawyers? The Risks Are CLEAR
by Jerry R. Hall
Uber revolutionized on-demand
transportation
by
turning
the smartphone into a mobile
middleman, connecting riders with
drivers through an easy-to-use app.
That success inspired a tidal wave
of tech companies racing to have a
similar impact on other industries,
from Airbnb to Zaarly.
Of course, it was only a matter of
time before people tried it in the
legal field.
The potential benefits seem obvious.
Silicon Valley sees a faster way to
seek legal advice. Tech-savvy lawyers
see a chance to get ahead of the curve
in business development.
But the hidden risks of applying this
model to legal representation should
give attorneys cause for concern.
The rules of professional conduct for
practicing law in a given state might
complicate—or even prohibit—a
lawyer’s participation in such a
platform. And developers may ignore
those obligations, or be completely
unaware of them, because the burden
for compliance falls on the attorney.
Any
lawyer
who
considers
participating on such a platform
should first consider these CLEAR
problems.

C – Conflicts. Lawyers face a general
obligation to avoid conflicts of
interest when agreeing to represent a
new client (or even an existing client
in a new matter). But depending on
how a technological platform pairs
potential clients with attorneys, and
how anonymous those potential
clients can be, it may be difficult to
perform a meaningful conflicts check
before an attorney-client relationship
is established. This could not only
jeopardize the representation of
the new client, but endanger the
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representation of existing clients as
well.

L – Location. When a lawyer meets
a potential client in person, the
possibility of confusion regarding
the location of the representation
is unlikely. But if the initial
consultation is through an entirely
digital medium (especially an ondemand voice or video chat service),
a simple question or two early on
might avoid a number of problems
down the line. An app might
identify a pool of possible lawyers for
a user based on the user’s location.
But is the app using a location
reported as part of the user’s mailing
address? A location reported from
a smartphone’s GPS? If a user lives
in one state but uses the app while
somewhere else (say, someone who
needs legal advice about filing for
divorce, while staying with family
members in another state), then
failing to clarify this could result
in advice contrary to the applicable
laws—or even behavior that
constitutes practicing law in a state
where the lawyer is not licensed.
E

– Eavesdroppers. Online
interaction can be fraught with
privacy risks (and recent news has
been full of examples of just how
costly those risks can be). Any
communication through an app
might be subject to eavesdropping,
either from the app’s own developer
or from any point where the data
could have been intercepted during
transmission. More established
means of communications may not
be foolproof, but at least there might
be clear precedent on how to use
those technologies.

A – Advertising. The American
Bar Association’s Model Rules of
Professional Conduct limit how
lawyers can advertise to potential

clients. Applicable rules in this area
vary from state to state, but if an
app advertises an attorney’s services
in a way that does not comply with
local rules, the lawyer could be held
responsible for any violations—
especially if the lawyer is paying for
the service.

R – Revenue. Attorneys should take

particular care in examining how
a developer that provides a clientmatching service would be paid. If
the potential client pays a referral
fee to the developer before being
connected with a lawyer, then the
service must comply with any laws
and rules for such referral services in
the lawyer’s state. If the attorney pays
a referral fee before being connected
with a client, then the service must
also comply with any laws and rules
regarding payments for solicitation
of potential clients, as well as those
governing referral services. If a
percentage of the lawyer’s own fee
is paid directly to the developer,
the arrangement may constitute
fee-sharing with a nonlawyer.
Exceptions may vary, but Rule 5.4
of the Model Rules of Professional
Conduct prohibits lawyers from
sharing legal fees with nonlawyers in
most instances. (And all of this does
not even begin to address the issues
of how the lawyer’s own fees would
be paid, including whether the
lawyer would have any control over
the terms of fee agreements formed
with clients from such a service.)
These are not the only risks presented
by such technology, and again, laws
and rules vary from state to state.
But keeping these issues in mind
will help lawyers avoid self-inflicted
wounds from the bleeding edge of
technology.
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